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Executive Summary
| |

his paper explores the risk that virtual currencies

(VCs) may become involved in the financing of

terrorism at a significant scale. VCs and asso-
ciated technologies hold great promise for low cost,
high speed, verified transactions that can unite coun-
terparties around the world. For this reason they could
appear appealing to terrorist groups (as they are at
present to cybercriminals). Currently, however, there is
no more than anecdotal evidence that terrorist groups
have used virtual currencies to support themselves.
Terrorists in the Gaza Strip have used virtual currencies
to fund operations, and Islamic State in Iraq and Syria
(ISIS) members and supporters have been particularly
receptive to the new technology, with recorded uses in
Indonesia and the United States.

Most terrorist funding now occurs through traditional
methods such as the hawala system, an often informal
and cash-based money transfer mechanism, and estab-
lished financial channels.! If VCs become sufficiently
liquid and easily convertible, however, and if terrorist
groups in places such as sub-Saharan Africa, Yemen, and
the Horn of Africa obtain the kinds of technical infra-
structure needed to support VC activity, then the threat
may become more significant.

The task of the law enforcement, intelligence, regu-
latory, and financial services communities, therefore,
must be to prevent terrorist groups from using VCs at
scale. The use of VCs by “lone wolf” terrorists—a much
bigger potential threat because of the small scales of
funding needed to execute an attack—represents the kind
of problem in intelligence and digital forensics that law
enforcement agencies are well equipped to handle, even
if they tax existing resources.

Attacking terrorists’ use of virtual currency at scale
is a challenging task for many stakeholders. New finan-
cial technology firms often lack the resources to comply
effectively with oversight obligations, while regulators
have tended to devote few resources to non-bank institu-
tions. At the same time, different countries have adopted
varying approaches to the regulation of virtual curren-
cies, posing an enforcement challenge in a globalized
field that requires a unified response. Finally, the privi-
leging of prevention over management of illicit finance
risk in the compliance world has created an incentive
structure for banks that does not, ironically, push them
toward innovative approaches to countering terrorist
financing, including via virtual currencies.

The counterterrorist financing community should
adopt three guiding principles that will provide the
foundation for policies aimed at countering both the new
virtual currency threat and the broader illicit finance
danger. First, policy leaders should prioritize the coun-
tering of terrorist financing over other kinds of financial
crime. Second, the policy and regulatory posture should
be oriented toward rewarding and incentivizing innova-
tion. Third, policymakers should emphasize and create
a practical basis for strengthening coordination between
the public and private sectors on terrorist financing.
These approaches form the foundation of an effective
response to existing and emerging terrorist financing
threats and will balance the burden of regulatory com-
pliance with the policy need to support innovative new
virtual currency technologies.
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n the past several years, terrorist groups in Gaza

have solicited support in Bitcoin; there are isolated

reports that ISIS has used the cryptocurrency; and
cybercriminals use it and other virtual currencies in a
range of circumstances. We cannot yet know whether the
uses of virtual currencies by terrorist groups amount to
isolated incidents or foretell a broader and more perni-
cious trend.? Individual incidents in which lone terrorists
or terrorist groups use VCs of course pose a challenge.
This is particularly so because the funding requirements
for disruptive lone wolf acts of terror are small enough to
pose a risk because they may slip through a counterter-
rorism financing system that struggles to stop small-scale
acts of such financing regardless of the medium. But VCs
become a strategic threat in the counterterrorism context
only when they can compete with cash and other readily
available means of financing and achieve “scale,” which
in this paper signifies a combination of market capitaliza-
tion, liquidity, convertibility, and network effects that add
up to ease of use. Scaled use of VCs by illicit actors poses
a particular challenge and exacerbates the underlying
threat posed by criminal or terrorist activity because it
makes illicit funding networks harder to disrupt. And
the larger the stable funding supply for terrorist groups,
the greater the scale at which the groups themselves can
operate and the more they can engage in acts of violence.

While VCs have many very important legitimate uses,
certain characteristics also make them susceptible to
abuse. Many, especially cryptocurrencies, protect or
obscure identities, thereby making it more difficult for
law enforcement to reveal and track those identities than
traditional mechanisms of value transfer. Should terror-
ists adopt VCs at scale, therefore, it could become much
more difficult to track and disrupt them.

A second reason it is important to understand the
circumstances in which terrorist groups may wish to use
VCs at scale is the global reach of such currencies. With
certain virtual currencies, it is possible to transfer money
instantly around the world without making use of insti-
tutions like banks, which require more transparency and
have obligations to report suspicious transactions. Even
centralized VCs may be accessible online anywhere in
the world, so terrorists and criminals can take advantage
of these currencies that have been set up in jurisdictions
with less scrutiny. Potentially, such characteristics could
effectively build a digital platform on top of established
systems that currently allows terrorists, and others, to
transfer cash on an international scale. Such an archi-
tecture would make it easier for terrorist groups to
amass larger amounts of money than has generally been
possible previously.

Finally, the novelty and some particular attributes of
VCs, such as decentralization, make them a particular
regulatory challenge. Decentralized cryptocurren-
cies such as Bitcoin lack concentrated repositories of
identifying information on account-holders, which
law enforcement agencies typically use in financial
crimes and counterterrorism investigations, but which
are unavailable when dealing with many VCs. A more
precise understanding of the threats and risks posed
by VCs will help regulators to develop an effective and
efficient governance framework to monitor for potential
abuse. In turn, a successful framework will ultimately
strengthen the global fight against terrorist financing
and terrorism as a whole.

In the post-9/11 era, the international community
has made significant progress in the struggle against
terrorism generally, and in the struggle against terrorist
financing specifically. In the counterterrorism context,
“following the money” has been a particularly effective
component of an overall strategy to degrade the capa-
bilities of terrorist groups.’ One of the most significant
victories has been the establishment of a global legal and
policy framework—grounded in U.N. Security Council
Resolutions, national legislation, and global standards—
that, by blocking terrorist groups’ access to the formal
financial system, has made it significantly more difficult
for them to raise, move, store, and use funds.

However, recent evolutions in the terrorist threat,
including the rise of ISIS and the continued importance
of al Qaeda and its affiliates, have led the Financial
Action Task Force (FATF), the intergovernmental
standard-setting body for combating money laundering,

The hawala system of person-to-person money transfer, pictured
above, allows terrorists to transfer cash on a global scale outside
the regulated financial system, escaping anti-money laundering
and combating the financing of terrorism oversight. (Institute for
Money, Technology and Financial Inclusion/Flickr)



terrorist financing, and other threats to the integrity of
the international financial system,* to note that “further
concerted action urgently needs to be taken . .. to combat
the financing of . .. serious terrorist threats” that have
“clobally intensified.”®

Specifically, a number of challenges regarding ter-
rorism and its financing remain. First, terrorist groups
that control territory pose one of the most difficult stra-
tegic challenges that the counterterrorism community
faces. When groups control territory, it is easier for them
to plan and train without disruption. It is also easier for
them to derive financial and material support from the
local population (through taxation, extortion, or the
extraction of natural resources) without having to rely on
transfers of funds from external sources that are inher-
ently more vulnerable to disruption.

A second strategic challenge pertains to individual
lone wolf terrorists or cells that lack formal ties to any
established group. This dynamic makes it more diffi-
cult to anticipate attacks with intelligence, because it
is difficult to determine which unaffiliated individuals
will perpetrate attacks. And because these attacks are
relatively inexpensive to execute, it is more difficult to
identify and choke off their sources of support. Terrorists
such as those who carried out attacks in Orlando, Florida;
San Bernardino, California; or Nice, France do not rely on
associations with larger groups that require significant
funds to sustain themselves. Therefore, they leave only
trace financing “signatures” and are not easy to detect
and disrupt under a global framework built for more
established and less nimble threats.® Addressing lone
wolf attacks is a significant intelligence challenge for the
counterterrorism community. And identifying the ways
in which such attackers may use VCs to fund themselves
is similarly a significant forensic and intelligence issue
that may require the government to invest in new capa-
bilities and to work more closely than it has in the past
with private entities.

Despite significant progress in the global counterter-
rorist financing regime, gaps remain in implementation
and coverage. The charitable sector, for example, is still
vulnerable to abuse, and unlicensed money transmitters,
cash smugglers, and criminal activity of all kinds are a
source of support for terrorist groups, both in the United
States and abroad.” Furthermore, the global counter-
terrorism financing regime is more oriented toward
identifying and degrading the ability of organized groups
to function than toward the rising threat of independent
attacks. When a terrorist in Nice, for example, can kill 86
people simply by renting a truck and driving it through
crowds of revelers on Bastille Day, policy leaders must

@CNASDC

rethink the approach to counterterrorism that has been
oriented primarily toward well-defined groups, as al
Qaeda was before the 9/11 attacks.

Looking specifically at the counterterrorist financing
risk for VCs, it does not appear that terrorist groups
have yet used these currencies at scale, even while
other criminal groups (specifically cybercriminals) have
done so. Indeed, the U.S. government’s 2015 “National
Terrorist Financing Risk Assessment” cited cash and the
banking system as two of the most significant terrorist
financing risks that the United States faces.® The assess-
ment described virtual currencies only as a “potential
emerging TF [terrorist financing] threat,” and noted that
“the possibility exists that terrorist groups may use these
new payment systems to transfer funds collected in the
United States to terrorist groups and their supporters
located outside of the United States.”® At the same time,
the European Banking Authority classified as a high

While terrorist groups are not
yet using VCs at scale, a key
goal of the policy and financial
regulatory communities is to
prevent that from happening.

priority risk terrorist use of VC remittance systems and
accounts."! More troubling is the potential for virtual
currencies to “democratize” the funding of terrorism,
allowing far-flung, disconnected individual donors to
participate in TF networks.”? So while terrorist groups
are not yet using VCs at scale, a key goal of the policy
and financial regulatory communities is to prevent that
from happening by adapting measures to better track
and prevent this threat. A more forward-leaning posture
on financial information sharing and disclosure would
benefit all stakeholders involved in addressing terrorists’
use of VCs and illicit financial activity more broadly.
Terrorist groups have not yet adopted VCs at scale, but
cybercriminal networks have. There are several reasons
criminal and terrorist groups have behaved differently
with respect to the adoption of virtual currencies. One
important factor surely is the degree of technological
sophistication needed to use such currencies at scale.
The criminal enterprises that have made extensive use of
VCs are generally engaged in technically complex crimes
such as the remote theft and sale of data (or significant
narcotics trafficking), and they operate in areas that have
at least reasonably well-developed financial and telecom-
munications infrastructures.
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Many terrorist groups, by contrast, operate in
areas with poor infrastructure and low penetration
of modern technical and telecommunications tools.
This is true, for example, of al Qaeda in the Islamic
Maghreb (AQIM) in the Sahel, al Qaeda in the Arabian
Peninsula (AQAP) in Yemen, and, in some measure,
ISIS in Iraq and Syria. And this dynamic illuminates
a major obstacle to the adoption of VCs, even while
terrorist groups take advantage of sophisticated tech-
nology in non-financial contexts. ISIS’s use of social
media to recruit and propagandize® and Hezbollah’s
use of drones stand out as two prominent examples.**
Technologies like drones do not rely on network effects
to be useful and can be provided (nearly) off the shelf
and ready to use. Similarly, social media is available on
the kinds of smartphones and websites that have been
commoditized. Virtual currencies, by contrast, are
more difficult to create (should a terrorist group try to
do so0), employ, and maintain.

Of course, not all terrorist groups or their supporters
contend with limited Internet access, computing capa-
bilities, or knowledge of sophisticated tactics to evade
regulatory detection of electronic money movements.
This is one reason for the instances of terrorist groups
using VCs, albeit in more limited ways.

Terrorist networks, by contrast, have a different
“business model.” They often seek to move money
from places outside the locations where they operate
to the areas in which they plan and from which they
launch attacks. Often they use many layers of inter-
mediaries so that donors and ultimate recipients may
not be known to one other. Or, in the case of lone wolf
attackers, they scrape together funding from a wide
range of sources. In either case, terrorists use the
funds to buy things they need to sustain the group or
to conduct attacks. And because they do so from the
general economy, they often would need to reconvert
the VCs they receive into fiat currency. This final step
introduces both an unnecessary layer of complexity
and an increased vulnerability to the disruption of their
operations by adding additional actors and entities into
the fundraising matrix.

Moreover, the virtual currency that has achieved the
greatest market capitalization and penetration—Bit-
coin—is only pseudonymous, not fully anonymous, as
is commonly and incorrectly understood. The cryp-
tographic addresses of the sender and the recipient of
transactions are recorded; although they may not be
linked to real-life identities, with enough investigative
resources it may be possible to uncover the true identity

Many terrorist groups operate in areas with poor
infrastructure and low penetration of modern technical
and telecommunications tools.

Terrorist networks and criminal groups also have dif-
ferent financial structures in which they do or may take
advantage of virtual currencies. Cybercriminals often
use VCs to buy or sell stolen data, for their exploits in
online “dark web” markets,” or for commercial trans-
actions in illegal activities such as drug or weapons
trafficking.’ There is less of a need for VCs to be con-
vertible in that context because their users can simply
recycle them for the next purchase. Cybercriminals
located in Eastern European countries with poor
records of law enforcement cooperation with the West
can exchange VCs for fiat currencies in unregulated
exchanges.”” Cybercriminals also often engage in exten-
sive vetting of other purported criminals who wish to
join online forums in which cybercrime activities take
place; therefore they have some degree of confidence
that their transaction counterparties can be trusted.®
This dynamic stems from the fact that the criminals
are often repeat players who depend on the continued
operation of the network for their activities.

of senders and recipients of Bitcoin transactions. This of
course diminishes the allure of that means of transfer-
ring funds to terrorists. Notwithstanding its incomplete
anonymity, Bitcoin remains dominant in the space. For
example, Monero, a cryptocurrency that is more anony-
mous than Bitcoin, has a market capitalization of about
$340 million; Bitcoin’s market cap is $17 billion.”

But the final—and most important—reason that
terrorist groups have not adopted virtual currencies at
scale is that these groups, and individual terrorist oper-
atives, have not yet perceived the need to do so. They
still find it possible to circumvent global rules governing
terrorist financing with sufficient ease and frequency
that using VCs is unnecessary. They exploit incomplete
implementation of regulatory requirements and global
standards at banks, use unlicensed and undersuper-
vised money services businesses (MSBs), or simply cart
around cash. As long as these value transfer methods
are readily available, there is no great need to invest in
new, complicated techniques to transfer value.



Therefore, the crux of the challenge that financial
regulators and the counterterrorism community must
confront with regard to virtual currency is one of moni-
toring and prevention: How will they know if and when
terrorists begin to use VCs at scale? And how can they
design the financial regulatory framework governing VCs
to harness the positive uses to which they can be put while
preventing them from abuse?

One of the most important factors in the ability of
governments and other stakeholders to manage the
risks posed by VCs is effective collaboration and com-
munication. Three main categories of actors make up
this ecosystem—financial institutions, the regulatory
agencies that supervise them, and the law enforce-
ment and intelligence community that target criminals
and security threats.

At present, tension among these constituencies prevents
them from optimally monitoring and governing the use
of virtual currencies. Fundamentally, law enforcement
agencies and bank regulatory agencies have different
authorities and use information from the private sector
in different ways. They also have different approaches to
the terrorist financing challenge. Whereas the mission of
law enforcement officials is to halt terrorism, regulators
are charged with ensuring that financing does not occur
in banks that they supervise. Law enforcement agencies
take data that they get from banks (often via the govern-
ment’s financial intelligence unit, the Financial Crimes
Enforcement Network, FinCEN, in the United States),
combine it with other intelligence or evidence to improve
their understanding of the threat landscape, and engage in
further intervention—often a prosecution—to address it.2°
Regulatory agencies such as the Federal Reserve Bank or
the Office of Comptroller of the Currency (OCC) and state-
level regulators such as the New York State Department of
Financial Services (NYDFS), by contrast, use information
from the private sector to assess compliance with existing
rules, and then undertake enforcement actions if neces-
sary. These regulators also use private sector information
to inform their view of changes that they or others may
need to make to manage risk in the financial sector.

In the past decade, financial regulators responsible
for supervising banks have imposed significant fines for
violations of laws designed to counter illicit finance.?! As
described later in this paper, these enforcement actions
have inhibited the development of effective public-pri-
vate collaboration in the governance of VCs, because they
have generated a significant amount of uncertainty within
banks. Such collaboration is critical to prevent virtual
currencies from being abused for illicit purposes at greater
scale, particularly by terrorist groups.

@CNASDC

Two main trends stand in the way of greater incor-
poration of VCs into the formal financial system, which
would help manage the risks inherent in the near-in-
stantaneous and anonymous global transfer of funds.
The first trend in the financial sector is the desire of
banks to avoid high compliance-cost business activities,
including in jurisdictions with poor regulation and a
relatively high occurrence of illicit financial activity or
sanctions evasion, or in dealings with high-risk types of
clients.?? This trend has led many financial institutions
to shed expensive-to-service accounts, correspondent
relationships, and clients, and is commonly referred to as
“de-risking.”? Virtual currencies have been caught in this
trend. Businesses that deal extensively in VCs have found
it difficult to establish relationships with the largest
global banks because the businesses are often perceived
as relatively risky and therefore too costly to take on.?* As
aresult, VC businesses have had to conduct their banking
operations at smaller financial institutions that do not
devote as many resources to compliance as do large
global banks, and that are less well regulated than large
money center banks. This dynamic, in turn, increases the
likelihood that VCs will be used for the conduct of illicit
activity at a scale, posing a security threat.

Businesses that deal extensively
in VCs have found it difficult to
establish relationships with the
largest global banks.

Virtual currency firms are also stepping into lines of
business—such as cross-border remittances—that some
large global banks are abandoning because of the per-
ceived risk.? And the anti-money laundering (AML),
combating-the-financing-of-terrorism (CFT) and sanc-
tions-compliance system requires companies to establish
customer identification programs, screen for sanctions
compliance, and establish suspicious activity reporting
systems. This rigor may be too expensive for small VC
startup companies, which may therefore either collapse
before they get off the ground or operate in an unregu-
lated manner, thereby increasing the risk that bad actors
may use VCs without detection.

The second broad trend that has made it more difficult
to govern virtual currencies is the libertarian ethos that
animates many of the individuals and entities involved
in the creation and growth of the VC movement.?® For
many people, the most attractive dimension of VCs such
as Bitcoin is the same one that makes it most difficult to
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govern—it serves as a store of value, unit of account, and
medium of exchange that does not require the involve-
ment of any large centralized government institutions

or banks.” That means these kinds of VCs lack many

of the features of national currencies that make them
secure and trusted, and it makes them susceptible to
abuse by criminals, terrorists, and fraudsters who want
their financial transactions to be opaque. It also makes
the currency volatile. A recent dispute among developers
about one of the technical characteristics of the virtual
currency led to a 20 percent decline in the value of
Bitcoin over a single weekend.?® Any system of regulation
and governance for virtual currencies must contend with
the fact that the developers who create many VCs do

so in a manner designed to avoid control by centralized
institutions of authority.

So what is the way forward for the governance of
virtual currencies? How do policy leaders ensure that
terrorist groups do not migrate to them and simulta-
neously support their innovative contributions to the
financial system? Part of the answer requires changes
to the current AML regulatory system—reforms to be
discussed in greater detail in this paper. Another path
is to create incentives for VC businesses themselves to
see that preventing abuse is in their commercial inter-
ests. This is because a greater number of people will
participate in a market in which they have confidence—
which, in turn, requires that the public perception of
VCs be positive. It also requires ordinary people to feel
as though VC exchanges—the gateways between the fiat

What is the way forward for
the governance of virtual
currencies?

currency systems and new systems—will protect them
against fraud. As described in this paper, this dynamic
is what ultimately induced PayPal to develop one of the
most sophisticated fraud prevention systems available.
Ultimately it is the way in which any disruptive new
technology may achieve scale.

The paper first describes contemporary methods of
terrorist financing and the emerging virtual currency
marketplace. Against this backdrop, the paper lays out
strategies to better monitor terrorist use of VCs and
adapt policies and regulations to guard against broader
use. It concludes with specific policy recommendations
to stakeholders.
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racking and disrupting terrorists’ financial
T networks is an important way to follow and

impede their overall operations. Intelligence
agencies, financial intelligence units including FinCEN,
and law enforcement officials work to stay ahead of the
evolving threat of terrorist financing, which is influ-
enced by changes in the global financial system and the
emergence of new financial technologies, among other
factors. This chapter briefly summarizes the vulnerability
of VCs to abuse by terrorists, and how terrorists have
used this value transfer method in the past. To provide
context, the chapter describes the general landscape
of contemporary terrorist financing, as well as some of
the important innovative uses to which VCs are being
put. This framing underlies the challenge and need for
financial policymakers to support innovation in VCs
and new payment technologies while simultaneously
guarding against their abuse.

Contemporary Terrorist Financing

Although terrorist financing requirements vary depending
on the organization, they generally consist of funding
specific operations and/or providing for the broader costs
needed to maintain the viability of the terrorist organi-
zation and promote its ideology and objectives.?” Large
organizations require significant funding. Al Qaeda’s
pre-9/11 annual budget was an estimated $30 million,*
while ISIS approved a $2 billion budget for 2015.*! These
large organizations often support operatives, some with
dependents, who require income, training, and travel
support.’? Costs of specific attacks can vary greatly, from an
estimated $10,000 for the 2015 Paris attacks to $400,000-
500,000 for the 9/11 attacks.® Terrorist groups exhibit a
great deal of variation, adaptability, and opportunism when
it comes to their funding and are essentially willing to raise
and move money any way they can.** Although traditional
methods of doing this are still in use, including through
criminal activities and by relying on banks, MSBs, and cash
couriers, innovations unfolding in the 21st century digital
economy are introducing changes.

SOLICITING AND RAISING MONEY
Terrorist groups’ sources of revenue and fundraising activ-
ities combine traditional and new methods. According to
FATF, these organizations depend on numerous sources of
income derived from both criminal activities and the abuse
of legitimate activities.* Examples of criminal activities
include arms trafficking, kidnapping for ransom, extortion,
racketeering, and drug trafficking.?® Terrorist organiza-
tions and their associates also divert funds from legitimate
sources such as charities and businesses.?”

ISIS, described by senior U.S. officials as one of the
world’s best-funded terrorist organizations,* counts on a
diverse array of sources.* According to U.S. Department
of the Treasury estimates, ISIS earned approximately $1
billion in total revenue in 2015, $500 million of which
came from the sale of oil and about $350 million from
extortion.*® Unlike most terrorist organizations, ISIS
controls tracts of territory across Syria and Iraq* It
derives the most significant portion of its revenue from
arange of illicit proceeds generated in areas where it
operates.*? This includes theft of cash, as well as assets
stolen from banks, black market sale of natural resources
such as oil and agriculture, and sale of stolen antiquities
from within its controlled territory*® In 2014 and early
2015, ISIS obtained a windfall of between $500 million
and $1 billion in Iraqi currency from bank vaults, while it
made less than $10 million in trafficking antiquities**

Apart from funding derived from the territory under
its control, ISIS also has other prominent sources of
funding. In 2014, ISIS earned between $20 and $45
million from kidnapping-for-ransom (this figure has
since declined substantially, due to the reduced presence
of potential Western hostages in or near ISIS-controlled
territories).*” The organization has received funding
from wealthy, private, regional donors as well as foreign
terrorist fighters who collect money for travel, travel

Unlike most terrorist
organizations, ISIS controls
tracts of territory across Syria
and Iraq. It derives the most
significant portion of its revenue
from areas where it operates.

with funds, and/or receive funding from external sup-
porters.* ISIS’s financial picture is dynamic, depending
on the availability of resources and the status of coalition
military operations.*” For instance, oil and gas sales to the
Assad regime have recently been an important source of
the group’s funds.*® In fact, despite the Syrian regime’s
insistence that it is fighting ISIS with the cooperation of
Russia and Iran, it purchases oil from the terrorist group,
which sustains it in the face of military pressure.*
Terrorist groups have begun to view social media and
crowdfunding networks as innovative and expansive
new mechanisms for soliciting funds. In one case, a user
placed a call for funds for a fighter in Syria on a Facebook
page that provided recipes. The fighter supposedly
needed “equipment, food, and pharmaceuticals,” and the



user gave details of an account with a German bank.*®
This illustrates the ease with which anyone with access
to the Internet can fundraise for a terrorism-related
cause outside of traditional platforms.

Similarly, crowdfunding websites enable terrorists
to set up a page and collect donations.®* While these
crowdfunding platforms have cooperated with inves-
tigations in the past, FATF has called for further study
about their role in terrorist financing activity.>? ISIS
has made effective use of crowdfunding campaigns to
garner support.” The group—along with other terrorist
organizations in the area—has provided a menu of
options for prospective crowdfunding donors to choose
from, ranging from covering the cost of a weapon to
financing an entire operation.* In some instances, the
true purpose of a crowdfunding campaign is masked,
so an individual may end up inadvertently contributing
to a terrorist organization that claims to be engaging in
charitable or humanitarian activities.*

MOVEMENT OF TERRORIST FUNDS

Traditionally, to move money terrorist groups relied
on banks, money transfer systems, and cash couriers.
These methods are still in use today. However, terrorist
organizations continue to adapt to the pressure placed
on their financial networks since 9/11, and they rely
on means and resources that are now more varied and
localized.*® New, alternative methods to move money
include the use of prepaid cards and digital payment
systems.” These new methods facilitate transac-

tions that are faster, more anonymous, and capable

of global movements.

The formal financial sector remains attractive to ter-
rorist organizations due to its reliability, vast size, and
the speed and ease with which money can be moved.*
To orchestrate the 9/11 attacks, al Qaeda extensively
used banks in the United States.”® Hijackers opened
accounts in their own names and conducted small
transactions that could pass unnoticed amid billions of
dollars flowing through the formal financial sector.®

@CNASDC

In 2010, for example, St. Louis resident Mohamud Abdi
Yusuf was indicted and arrested for sending funds to
al Shabaab supporters in Somalia from licensed MSBs,
using fictitious names and phone numbers to conceal
the purpose of his activities.®> He was also charged
with structuring financial transactions to avoid record-
keeping requirements.®

Some terrorist organizations resort to physically
moving cash across international borders.®* This method
is particularly common in regions where the electronic
banking system is nascent or little used by the popula-
tion.®® An October 2016 FATF report noted that large,
informal, cash-based economies in countries of West
and Central Africa with porous borders and lack of
financial controls create opportunities for the anony-
mous movement of money that leaves no paper trail.5
According to captured internal al Qaeda in Traq docu-
ments, between 2006 and 2007, funds brought by foreign
fighters were estimated to make up more than 70 percent
of the budget in the group’s Border Sector 1 near Sinjar.”’

Digital payment services such as PayPal, Amazon Pay,
and Google Wallet may also be susceptible to abuse.® In
2015, Mohamed Elshinawy of Maryland was arrested
and charged with attempting to aid ISIS. According
to a criminal complaint filed by the Federal Bureau of
Investigation (FBI), he received about $8,700 through
Western Union and PayPal accounts from individ-
uals abroad he believed had connections to ISIS, and
the money was intended for “nefarious purposes.”®
Terrorism suspects have used multiple online payment
accounts—both verified and guest accounts—to purchase
equipment and clothing before traveling to conflict
zones.”” Some online payments companies such as
Venmo have deployed scanning technologies to flag
words and symbols associated with terrorism.” The
prevalence of online payment services and purchases, of
low-value transactions often involved, and the ease with
which one is able to create accounts are the basis of the
difficulty involved in definitively linking to terrorism
transactions on these new payment platforms.

Large, informal, cash-based economies in countries of West
and Central Africa with porous borders and lack of financial
controls create opportunities for the anonymous movement
of money that leaves no paper trail.

Terrorist organizations have also used MSBs and
alternative remittance systems, financial services pro-
viders that often do not register themselves in order to
avoid oversight within the regulated financial system.®!

Counterterrorism officials are also focused on
prepaid cards. Following the November 2015 Paris
attacks, French government officials reinvigorated their
scrutiny of prepaid cards because of their involvement in
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financing the terror attacks.” Searches of the homes of
individuals belonging to terrorist networks have turned
up prepaid cards.”® Last year the European Commission
proposed stricter rules on the use of prepaid cards,
including reducing the threshold for making anonymous
payments from 250 to 150 euros.” Although policy-
makers struggle to know the full extent of terrorists’ use
of prepaid cards, the amount of money each card can
carry as well as its ease of use pose a significant threat in
the terrorist financing context.

Terrorist Groups’ Use of Virtual Currency

Virtual currencies may be appealing to terrorist groups
for the same reason they appeal to legitimate actors. VCs
are mainly distinguished by their global reach, often a
decentralized structure, varying degrees of anonymity,
rapid transactions, and minimal costs. The rapid, effi-
cient, and less costly financial transactions that VCs
enable account for their appeal to an array of actors.

The detection of illicit transactions conducted via VC
rather than fiat currency is inherently challenging. Law
enforcement officials and regulators may have difficulty
accessing customer and transaction records that are
distributed across different jurisdictions,” or that do not
exist at all. Centralized VC systems may deliberately be
located in jurisdictions with weak AML/CFT regimes.”®
The diffusion of infrastructures, entities, and services
involved in transferring or executing payments in these
currencies makes it challenging to assign jurisdictional
responsibility for compliance and enforcement, while the
evolving nature of VC technology and business models
compounds the difficulty of tracking their use.”

Amid these forces, anecdotal evidence points to
episodic terrorist use of VCs. According to Yaya Fanusie,
the first publicly verifiable instance of a terrorist group
using Bitcoin entailed a social media fundraising
campaign run by the media wing of the Mujahideen
Shura Council in the Environs of Jerusalem, a collection
of Salafi-jihadist groups in Gaza designated by the U.S.
State Department as a foreign terrorist organization. The
campaign began in July 2015, and it added the option
for donors to pay in Bitcoin in June 2016. As of August
2016, the campaign had received roughly 0.929 bitcoins
(around $540) through two transactions that occurred
six days apart in July 2016, despite seeking at least $2,500
per fighter. The identity of those responsible for making
the deposits is unclear, but Fanusie suggests they are
proficient Bitcoin users and employed techniques to
preserve their anonymity.”®

ISIS supporters’ activities have also shown the poten-
tial for terrorist groups to use virtual currencies on a
global scale. Most recently, Indonesia’s financial-transac-
tions agency announced that Bitcoin and online payment
services had been used by Islamic militants in the Middle
East to fund terrorist activities in Indonesia.” In August
2015, a computer intruder with ties to ISIS who went by
the user name “Albanian hacker” demanded payment
of two bitcoins from an Illinois Internet retailer in
exchange for removing bugs from their computer. Using
data extracted from the server, the Albanian hacker put
together a “kill list” for ISIS with identities of 1,351 U.S.
government and military personnel.®’ In June 2015, Ali
Shukri Amin, a 17-year-old in Virginia, pled guilty to
conspiring to provide material support and resources to
ISIS. Among other wrongdoings, including facilitating
the travel of ISIS supporters to Syria, he used social
media to instruct donors on the use of Bitcoin to provide
untraceable financial support to the group.®! In May 2015,
“Abu Ahmed al-Raqqga” appealed to supporters of ISIS
for donations in the form of Bitcoin on the dark web.®? In
January 2015, Haaretz reported on the first instance of an
ISIS cell fundraising using Bitcoin on the dark web. The
fundraiser was a man identified as Abu-Mustafa, and his
Bitcoin account number indicated that he had managed
to raise five bitcoins (approximately $1,000) before the
FBI shut down his account.®® More broadly, a number of
forum discussions on websites affiliated with the group
show efforts by more technical members to educate their
peers on the use of virtual currencies.®* Participants have
also referenced using VCs to transfer money to countries
where traditional transactions are difficult due to lack of
network capacity or surveillance and regulation.®

Participants have also
referenced using VCs to transfer
money to countries where
traditional transactions are
difficult due to lack of network
capacity or surveillance and
regulation.



Selected Episodes of Terrorists Using VCs®®

January
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Haaretz reports first ISIS use of
Bitcoin in the dark web. Supporter
Abu-Mustafa is able to raise five
bitcoins (approximately $1,000)
before his account was shut down
by the FBI.

“Abu Ahmed al-Raqga” appeals

to supporters of ISIS for donations
in the form of bitcoins on the

dark web.

Seventeen-year-old Virginian Ali
Shukri Amin pleads guilty to
conspiring to provide material
support and resources to ISIS. Amin
used social media to instruct donors
on the use of Bitcoin to provide
untraceable financial support to ISIS.

ISIS-linked computer intruder
“Albanian hacker” demands two
bitcoins (approximately $500)
from an lllinois internet retailer in
exchange for removing bugs from
its computer.

The media wing of the Salafi-jihadist
group Mujahideen Shura Council in
the Environs of Jerusalem receives
about 0.929 bitcoins (approximately
$540) in two separate transactions
after adding the option of Bitcoin
donation in June 2076.

Indonesia’s financial-transactions
agency announces that Bitcoin and
online payment services were used
by Islamic militants in the Middle
East to fund terrorist activities in
Indonesia.
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These instances of terrorist groups using virtual
currency indicate that the phenomenon is, at the
moment, episodic and not widespread. The “firsts” of
terrorist groups using VCs are fairly recent; they appear
to still be familiarizing themselves with this new form
of value transfer. Where the amount of virtual currency
involved has been reported, it has tended to be small.
The U.S. government is not inordinately concerned about
this threat; David Cohen, former Undersecretary of the
Treasury for Terrorism and Financial Intelligence, noted
in 2014 that terrorists generally need “real” currency
to pay their expenses, rather than employing VCs.*” A
2015 RAND report posited that there was little evidence
terrorists were developing their own VCs.% According
to a January 2016 Europol report, “Despite third party
reporting suggesting the use of anonymous currencies
like Bitcoin by terrorists to finance their activities, this
has not been confirmed by law enforcement.”® Scholars
generally agree that while virtual currencies have gained
in popularity, their expansion among terrorist organiza-
tions has been slow and has lagged behind transnational
criminal uses of the technology.”® The following chapter
explores some of the reasons for which terrorist groups
have been slow to adopt virtual currencies.

Scholars generally agree that
while virtual currencies have
gained in popularity, their
expansion among terrorist
organizations has been slow

and has lagged behind

transnational criminal uses.
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The Evolving Virtual Currency Landscape
Information technology and the spread of the Internet
have revolutionized the financial system. Populations
previously excluded from financial markets can now
save, transfer, and exchange money with more ease, at
greater speed, and with fewer costs. A 2015 U.S. study
found that Internet access reduced the probability

of not having a bank account by 9.8 percent for indi-
viduals in the lowest income decile and by 7.1 percent
for the whole population.”

Mobile technologies allow people in developing
economies to make small-value electronic payments
from mobile phones. Kenya’s M-Pesa and similar mobile
money systems—used by 86 percent of Kenyans®>—show
how mobile technology makes financial services acces-
sible in a country with almost 25 times fewer ATMs per
person than in the United States.”® Although this mech-
anism of transferring money does not serve as a primary
medium of illicit finance,” some experts believe it is
simply a matter of time and proper regulatory oversight
before violations are discovered.” These technologies
are more prolific, and therefore potentially more of an
immediate security threat, than virtual or cryptocur-
rency technology such as Bitcoin. According to a study
tracking growth during the months since their respective
releases, Bitcoin grew at about 5 percent of M-Pesa’s
rate.” The widespread nature of M-Pesa, combined
with limited oversight, has led some experts to be con-
cerned. One analyst argued that SMS systems “fail to
provide the protections needed by financial services.””

Currency Typology

Sovereign

Centralized
Anonymity varies (from anonymity of cash to

Another explained, “Simply put, mobile payment
systems can be considered the ‘Wild West’ for savvy
criminal organizations.”*

Online and peer-to-peer money transfer services such
as Xoom Corp. and Venmo are disrupting not only the
remittance market,” one of the slowest and most expen-
sive subsectors of consumer finance, but also traditional
payment forms, for example cash and checks.!®®

VIRTUAL CURRENCY TYPOLOGY

Virtual currencies, and especially cryptocurrencies, are
at the leading edge of this financial revolution. While
they vary along three main axes, VCs lack sovereign
backing. First, these currencies can be non-convertible
or convertible. Non-convertible currencies operate
within a closed virtual platform. Examples include
currencies used in massively multiplayer online role-
playing games, where no sanctioned mechanism exists
to translate the virtual unit into fiat currency. In these
systems, however, black market exchanges may spring
up, effectively offering some degree of convertibility.
Convertible currencies, by contrast, have a defined
equivalent value in fiat currency and can be exchanged,
through either floating or pegged rates.”> Second, VCs
vary in their degree of anonymity. Generally they fall
between the almost total anonymity of cash exchanges
and the traceability and disclosure of online payments
through the traditional banking system, making them
appealing to legitimate users concerned about privacy.'®®

Virtual

Non-sovereign

Centralized or decentralized

Anonymity varies (Bitcoin: pseudonymous;

Te]] me tracking customers conducting transactions Monero: anonymous)
about it? within financial institutions) = Global reach but not as widely used or
: Global reach but needs to be converted for use accepted as fiat currency
in specific countries = Transactions take a matter of seconds
L] Transac_tlon§ can _be _lnst_ant_W|th cash or take or minutes Cryptocur encies
days using financial institutions
What does Bitcoin
. . = Cash ($, €, ¥ £) E-gold, Liberty Reserve, Linden Dollars =  Monero
it look like?
Bitcoin
Person-to-Person = Person-to-Person Exchange
= Electronically: PayPal, Visa/Mastercard, = Electronically: Liberty Reserve, e-gold
How dO we Venmo, CHIPS, Fedwire exchanges
use it?




Recently, new entrants in the VC space have focused on
complete anonymity by developing techniques to obfuscate
the true origins of Bitcoin transactions.’** Cybercriminals
are making use of new cryptocurrencies such as Monero,
which has been called the “drug dealer’s cryptocurrency
of choice,”'* because of its enhanced anonymity prop-
erties. In August 2016, Monero rose to prominence after
AlphaBay, the dark web market, started accepting it as a
Bitcoin alternative.'° It attempts to ensure users’ privacy
by combining multiple transactions, hiding the amount of
each transaction, and obscuring the recipient of the funds.
By January 2017, it had become 27 times more valuable due
to its adoption in online criminal markets.!® It is already
drawing the attention of law enforcement for its facility of
use by criminals on the dark web.!*® Similarly, Dark Wallet,
which seeks to make de-anonymizing Bitcoin transactions
impossible, disrupts the blockchain’s potentially identifying
aspects by combining random contemporaneous transac-
tions and then encrypting recipients’ information so it does
not appear on the blockchain.'® This method explicitly seeks
to enable illicit finance; as one of its founders stated, “It’s
just money laundering software.”! Dark Wallet has been
commended on blogs supportive of ISIS.!2

107

Decentralized VCs have no
central administrator or
oversight, and trust is based
on consensus validation.

Finally, VCs may be centralized or decentralized.
Fundamental to this distinction is the question of how to
engender trust without government or central bank backing.
For centralized VCs, an administrator issues the currency,
maintains a unified central payment ledger, and retains the
power to withdraw currency from circulation.'® This central
institution acts as the ultimate repository and guarantor
of trust. Examples include Linden Dollars, available in the
Second Life virtual reality world; Perfect Money; units of the
now-defunct e-gold; and LRs, units used on Liberty Reserve.

As discussed above, decentralized VCs have no central
administrator or oversight, and trust is based on con-
sensus validation. They often rely on cryptography for
their operations and use distributed ledger technologies to
record transactions. As the most widespread decentralized
VC, Bitcoin has also faced the most real-world vetting. It
survived a software glitch in 2013 and a security breach
and bankruptcy of its largest exchange in 2014. It has found
acceptance as a currency among retailers including popular
websites, for example Expedia and Overstock.com.!* As
circulation broadens and trading volume increases, it may
become more stable.'’®

@CNASDC

KEY ADVANTAGES OF VIRTUAL CURRENCIES
Virtual currencies such as Bitcoin offer two primary
benefits compared with legacy financial technology—lower
costs and faster transaction speeds.® Lower transaction
costs were an important goal identified by an anony-

mous founder—or team of founders— known as Satoshi
Nakamoto when conceptualizing Bitcoin.'” As Nakamoto
noted, requiring financial institutions to act as trusted
third parties in transfers raises the overall costs.!® In 2015
the global average cost of sending a $200 remittance, for
example, was close to 8 percent.” Although diminished
from the 9.7 percent average in 2009, this cost remains far
above the 1 percent average fee, per Goldman Sachs esti-
mates,'?* and even above the 3 percent fees associated with
Bitcoin transfer systems popular in East Asia.'?

VCs allow for improved speed of transactions by
adapting the method of recording the value transfers with
very low latency periods.'? Increased transaction speeds
unlock ancillary advantages as well. Faster transfers reduce
settlement and credit risks involved in waiting for funds
to transfer, and they enable parties to use capital more
effectively.’® Greater speed also reduces a user’s exposure
to exchange rate fluctuations, a source of concern given the
volatility of many early-stage VCs.?* The current concern
over the scalability of Bitcoin highlights how important
speed is to virtual currencies. As the scale and use of these
currencies has increased, the time to validate each trans-
action has grown as well, leading supporters to search for
technical solutions and skeptics to wonder whether the
inability to process a growing number of transactions at
sufficient speeds will impose a ceiling to the technology.’?®

The potential of VCs to bring about benefits can be seen
in the remittance market. Payphil, Sentbe, and similar
Bitcoin transfer services have halved remittance costs
between South Korea and the Philippines, and they account
for 20 percent of the total remittance flows between the
two countries.”?® Circle Internet Financial, for example,
provides free remittance services using blockchain. Circle
is also registered as an MSB, enabling the company to
provide many other financial services. The company is
licensed in the United Kingdom and has partnered with
Barclays Bank.”?” This partnership allows customers to
exchange the British pound and U.S. dollar immediately
for free.!?® It is worth noting, though, that unlike direct
Bitcoin transfers, many Bitcoin remittance services and
exchanges are more akin to payment systems,”” benefiting
from the ease of exchange of VCs without the risks of
anonymity or pseudonymity.'*°
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BLOCKCHAIN

A blockchain is a type of distributed ledger, a copy of which is stored on each instance of a distributed system. Each

new entry (known as a block) is certified through the creation of a unique fingerprint that incorporates the previous
block, forming a “chain” and cryptographically creating an indelible record of previous transactions.”® All copies of the
blockchain are updated with changes that take place. In the case of Bitcoin, the blockchain is public, records transactions,
and enables the cryptocurrency to be decentralized.®?

The blockchain’s appeal as a secure, decentralized database has provoked speculation about its potential for applications
across a range of fields. Blockchains can potentially be used to streamline financial transactions;* track the origins

and legitimacy of precious gems;** improve the insurance industry;'®> create secure patient records across healthcare
systems;®® maintain accurate international customs, shipping, and distribution records;®” secure voting;*® and help protect
property in unstable markets by creating a more stable non-state ownership record network.'*®

But potential obstacles remain to the blockchain’s expansion, including because of its indelibility and irreversibility. Human
error, hacks, and laws governing consumer rights to data deletion or correction pose challenges for the broad adoption

of the blockchain. For example, after fraudulent Bitcoin transactions lost customers tens of millions of dollars in August
2016, the blockchain’s irreversibility hindered the amelioration of the breach.“® And in most of the blockchain’s potential
applications, the database would only be viewable by a select audience, unlike the public Bitcoin blockchain.

What Is a Blockchain?'#

Step Step Step

$

X and Y are assigned
private cryptographic keys.
They “sign” the transaction
they wish to conduct.

Step % Step Step
1| G | |5 =51 | |6

= s J
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When they agree to the Once the transaction is X Y

The transaction is entered
onto a “block.”

Person X and Person Y wish
to conduct a transaction.

transaction, it is broadcast
to a distributed network and
validated by the other
members.

confirmed, it becomes part
of the blockchain and is
added to all other previous
transactions.

The transaction is complete.
X and Y execute the trade.
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or policy and security leaders focused on coun-
F tering terrorism, the core question about VCs is

when they will reach the kind of scale at which
both terrorist groups and their funders can use them
with sufficient ease that it becomes a value transfer
mechanism of choice. As the previous chapter demon-
strates, there is anecdotal evidence that terrorist groups
or terrorists working independently have used Bitcoin
or have solicited donations in Bitcoin, although there
is not yet public evidence that they have begun to do
so at scale. Setting aside these more limited instances
of terrorists’ use of Bitcoin, as a general matter such
cryptocurrencies have only really begun to achieve
significant scale in a limited fashion, and not yet in the
terrorist financing realm. Although scholars and experts
are just beginning to rigorously study how and why VCs
and payment systems grow and achieve scale and sus-
tainability, policymakers must prioritize these questions
to assess potential illicit finance threats prospectively.

To illustrate the importance of scale, Bitcoin, the

largest and most widely used cryptocurrency, has an
approximate market capitalization of $17 billion as
of March 20, 2017.*2 Newer cryptocurrencies are far
smaller; Monero’s market capitalization for example,
is approximately $340 million,*** and that of ZCash
about $22 million (as of early 2017).1* By contrasting
this to the scale of terrorist financing specifically and
illicit financing more generally, it is clear that at present,
the role that cryptocurrencies can play in illicit activ-
ities is structurally limited, especially in comparison
with more common means of financing illicit activity.
In 2014, in ISIS’s most flush period, it brought in $2
billion.** The U.S. government estimates that illicit
financing generates $300 billion per year,* while more
than a trillion dollars’ worth of illicit financing is raised
and moved globally.*”

Scholars and experts are just
beginning to rigorously study
how and why VCs and payment
systems grow and achieve scale
and sustainability.

Studying previous instances in which new payment
methods and VCs have scaled, and the ways in which
they have been abused by criminal groups, offers a
sense of the conditions that may be necessary for VCs
to become vulnerable to abuse by terrorists. Such an
analysis is useful even though there are fundamental
differences between criminal groups and terrorists in

MaidSafeCoin

the volume of money they move and their ultimate aims.
This is because previously new payment technologies
such as PayPal were trying to solve the same problems
that VCs aim to address today—namely, moving money
more quickly and more cheaply in an increasingly global-
ized environment, often with a commitment to escaping
the control of centralized institutions. It also gives a
sense of how the characteristics of VCs might change

as the currencies grow in users and size, and how those
changes may affect their potential for abuse by illicit
actors. Thus, notwithstanding the important differences
between how criminals have used new payment technol-
ogies and VCs in the past and the concerns about terrorist
financing today, previous examples are instructive.

Virtual Currencies Market Capitalization (in millions)

Ethereum $4,097

Dash - $752
Monero . $340
Ripple l $261

Litecoin I $202

Bitcoin $17,232»

Ethereum $177
Classic
NEM I $143

Augurl $93

$79

“CryptoCurrency Market Capitalizations,” CoinMarketCap.com,

March 20, 2017, https.//coinmarketcap.com/.



How New Payment Technologies Grow and Scale
Three of the key characteristics that determine the scale
that virtual currencies can reach are their degree of
centralization, their liquidity and convertibility, and the
network effects—whereby a service becomes more useful
to all users the more people use it.

CENTRALIZATION

As virtual currencies and payment systems expand,

it is likely that they will become increasingly de facto
centralized, even though they began as a deliberately
decentralized system. Experts have observed that online
peer production projects (e.g., Wikipedia) likely conform
to the so-called iron law of oligarchy, which holds that
even organizations set up in a distributed fashion will
increasingly converge around a few institutions as they
grow."® This is in part because as more people begin to
use VCs and cryptocurrencies, investments in necessary
infrastructure (such as exchanges) will become less
expensive as economies of scale take hold. Additionally,
users will have more confidence that a transaction will go
through, which will reduce volatility and make curren-
cies more consumer-friendly.

Bitcoin, for instance, shows incipient signs of
behaving in a manner consistent with the iron law of
oligarchy. As scholars have observed, although Bitcoin’s
founders emphasized its decentralized characteris-
tics, this does not accurately describe how it functions
today. Specifically, although the “Bitcoin protocol

@CNASDC

LIQUIDITY AND CONVERTIBILITY
Liquidity and convertibility are essential components
for any currency, including virtual currencies, to become
usable by large groups of people. A currency needs to
be useful for purchasing a variety of goods or it will be
challenging for that system to scale and gain promi-
nence. It also needs to feature easy convertibility to fiat
currency. Some liquid, highly convertible, nearly anony-
mous stores of value do exist and are extremely common.
For example, gift cards to Amazon.com approach the
liquidity of cash, are easy to obtain—and represent a
growing money laundering threat.’”! In March 2016,
the U.S. Department of Homeland Security filed a
warrant application in which it alleged that 5dimes,
an offshore gambling site, used Amazon gift cards to
launder almost $2 million. The site offered incentives for
gamblers to use Amazon gift cards over other methods
of funding their accounts.'®

For similar reasons, online gift cards are becoming
increasingly appealing to terrorists. In January 2017,
a Washington transit police officer was arrested for
attempting to provide financial support to ISIS by using
Google Play gift cards (he gave them to an FBI informant
rather than a true supporter of ISIS).** Because online
gift cards illustrate the kinds of characteristics—liquidity
and convertibility—that are needed for a payment
mechanism to be used by a large number of people, it is
necessary to develop a strategy to avoid their becoming
vehicles for illicit finance.

Bitcoin shows incipient signs of behaving in a manner
consistent with the iron law of oligarchy.

supports complete decentralization, . .. significant
economic forces push towards de facto centralization
and concentration” throughout the system."*” This
centralization manifests in several ways. For example,
Bitcoin exchanges in well-supervised jurisdictions such
as the United States are highly centralized because of
regulatory requirements and the technical security
requirements necessary to maintain the integrity of a
Bitcoin exchange. Moreover, Bitcoin is generated by
“mining,” in which computers solve mathematically
challenging problems (requiring more computing power)
to create new bitcoins. These problems become more
difficult over time, and miners have brought together
their resources into large mining pools, threatening
Bitcoin’s decentralization.'®

Case Studies: Abuse of New Financial
Technology by lllicit Actors

Exploring several case studies demonstrating how crim-
inals and other illicit actors have employed new payment
systems illustrates a number of the dynamics outlined
above. Criminals may precede terrorists in abuse of VCs
as they seek new pathways to avoid the restrictions of
the formal financial system. Understanding how this
may occur, and some of the methodologies that could

be used, will help supervisors and regulators contem-
plate adequate protections against such abuse. With this
information, they can better avoid the use by illicit actors
of new financial technologies as they connect a larger
network of people, and as the currencies themselves
become easier to use.

19
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PAYPAL
This payment technology met an important market
need for easier payment methods and improved user
interfaces. It achieved scale and broad market pene-
tration while simultaneously protecting against illicit
activity. PayPal was officially launched on October 22,
1999.1% By April 2000, it had 1 million users,'** and it
developed a niche as a credit-card processing service.!s
In August 2002, eBay announced plans to buy PayPal
after finding that the service was vastly preferred among
eBay customers.”” This is a prominent example of how
network effects can contribute to exponential growth of
abusiness, particularly in the payments space. As more
eBay customers used PayPal, it was more advantageous
for non-PayPal users to adopt the method, and PayPal
was able to push out other competitors. This eventually
led to a partnership with an enormous e-commerce
merchant. In 2015, eBay spun off PayPal with a second
initial public offering.’*® By the end of 2016, its revenue
was $10.84 billion, processing 6.1 billion individual
transactions, with 197 million active accounts.!* Its early
market strength allowed it to make acquisitions and
engage in product development to retain a presence in
the now-competitive new payments space.!*
Importantly for regulatory purposes, PayPal has
classified itself as an electronic money transmitter rather
than a bank, although it performs bank-like functions,
providing accounts, facilitating payments, and even
giving loans to customers.'”!At this time, only 20 banks in
the country hold more money than PayPal—as of March
2016, it held about $13 billion, just behind TD Bank and
Capital One, in accounts that clients could use to buy
things online or link to another account, for example a
credit card or bank account.'> Rather than competing
with cash the way some virtual currencies do, it instead
competes with credit cards, banks, and other payment
transfer systems. This distinguishes PayPal from the VCs
that are now emerging, which self-consciously seek to
circumvent the formal financial system.

PayPal’s early market
strength allowed it to make
acquisitions and engage

in product development

to retain a presence in

the now-competitive new
payments space.

PayPal’s focus on fighting fraud was fundamental to its success
because it allowed the service to distinguish itself from peers. As
a major player in the payment space, PayPal’s continued focus
on fighting fraud must keep pace with evolving tactics used by
terrorists. (Guruofsales/Flickr)

Because PayPal allowed (and continues to allow)
chargebacks,'®® fraud had the potential to derail the
business from the outset.!** As a result, its founders
deliberately focused on how to manage the fraud and
crime risk attendant to an online, international payment
system.!*> In the summer of 2000, when systematic
fraud attacks from organized crime and cybercriminals
hit PayPal, company executives realized they needed to
tackle fraud head-on or risk significant harm.!¢°

Immediately the company invested significant
resources in detecting and preventing fraud. Among
the most important tools they developed was a machine
learning system named Igor, which used advanced analyt-
ical techniques to evaluate and understand patterns of
fraud across the company. Igor would later become the
basis for a new company, Palantir Technologies, spun off
by one of PayPal’s founders.!*”

Thus PayPal’s fraud problem, instead of spelling doom
for the company or becoming an inflection point into
an illicit finance service, allowed it to distinguish itself
from its competitors in a way that became a permanent



advantage. An early commentator noted that “the
backbone of PayPal’s success is its fraud squad.”®

This led to a cascade of business advantages, including
charging customers a low transaction fee relative

to credit card companies, which was only possible
because of the aggressive and successful fraud detection
and mitigation system.!*

PayPal had other innovations that gave it its foothold in
the digital payment market. It debuted novel Know Your
Customer (KYC) techniques; for example, when a user
requested that PayPal have direct access to an account to
deposit or withdraw money, the company would make
two small test deposits (a few or several cents each). The
user would then have to confirm the exact amounts of
the deposits with PayPal.”® The company is also based
around email; each account is limited to one email, and
recipients are known by their email rather than name,
physical location, or bank account information.'” This
was much easier than asking users to download software
or employ complicated security systems, as competitors
were doing at the time. PayPal solved both a convenience
and a security challenge through this method. Payments
themselves were not sent over email; only notifications
of payments were transmitted over the Internet, while
the money flowed between PayPal servers disconnected
from the Internet.!”?

PayPal’s fraud problem allowed
it to distinguish itself from

its competitors in a way that
became a permanent advantage.

Instead of seeing counter-illicit finance protections as
aburden and an obstacle to effective commerce, PayPal
saw them as indispensable to the viability of its business.
Yet although PayPal is generally a success story of cor-
porate growth and sustainability without compromising
integrity or ability to innovate, no system is perfect. In
2009, PayPal admitted to violating aspects of Australia’s
AML-CTF law and made an arrangement with the
government to address its policies and avoid further
issues.””® More recently, in March 2015, PayPal agreed
to pay the U.S. Treasury $7.7 million for violating sanc-
tions by transacting with Cuba, Sudan, Iran, and Turkish
nationals blacklisted for proliferation of weapons of mass
destruction.”” At the time of the settlement, the U.S. gov-
ernment explained that PayPal had failed to “implement
... effective compliance procedures and processes to
identify, interdict, and prevent transactions” that violated

@CNASDC

sanctions, “despite processing a high volume of trans-
actions and maintaining an international presence.””
In response, PayPal settled with the government and
adapted its compliance system.!”®

Even after PayPal instituted procedures designed to
ensure adherence to sanctions and anti-fraud measures,
in December 2015, the cybersecurity journalist Brian
Krebs detailed an incident in which his account informa-
tion was involuntarily reset by hackers, and money from
his account was transferred to terrorist-linked groups.””
So while PayPal’s early success in scaling could largely be
attributed to its innovative anti-fraud tactics, now that
itis a giant in the payment space, it needs to continue
evolving as cybercriminals and terrorists become ever-
more technologically advanced. Key for the purposes of
evaluating the vulnerability of this technology to terrorist
financing is that PayPal initially viewed investment in
sophisticated anti-fraud techiques as the foundation of
its business success.

E-GOLD
In contrast to PayPal’s successful evolution, e-gold, a
virtual currency and bespoke money movement system,
failed as a business enterprise because it did not do
enough to keep out illicit activity. Continued investiga-
tions by law enforcement ultimately made it non-viable.
E-gold was created in 1996 as a monetary system based
around a VC backed up by gold, independent from any
government.'”® The founder of e-gold sought to create
a “private, international currency,” isolated from the
market swings of ordinary currencies and instead linked
to gold.'”” Other VCs that started around the same time
failed, mainly because of customers’ reluctance to pay
fees to convert fiat currency into virtual currency.’** But
by 1999, commentators deemed e-gold “the only elec-
tronic currency that has achieved critical mass.”*®! In
2001, an article argued that the “ideal e-currency might
even be backed by gold,” and praised e-gold’s transpar-
ency to customers.’*? A 2002 profile in Wired lauded it for
“quietly thriving” while other VCs and similar systems
failed, describing its mission as “not simply better
money but the best.”!83

To use e-gold, one had to open an account online;
convert a fiat currency into e-gold by using an e-gold
exchanger who facilitated getting money into and out
of the system; use e-gold to transfer funds or purchase
or sell a good or a service; and then exchange e-gold
back into fiat currency through the same system of
exchangers.!® These elements of the system—its inten-
tional self-containment, limited connections to the
formal financial system, and creation of a novel way to
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store and transfer value—would reappear in later financial
networks. For example, Liberty Reserve and Silk Road
were systematically abused by criminals.

E-gold differentiated itself from its competitors in a
few ways, all of which contributed to its ability to scale.
First, it was the first virtual currency to be backed by
gold,'®® which gave customers a confidence that most VCs
could not and appealed to customers who had concerns
about the formal banking system.*¢ This innovation was
so appealing that it spurred the development of several
similar currencies.’®” Such a use of gold meant the service
was grounded in a formal, inherently trusted institution.
Second, it was extremely cheap, at a cost of 1 percent per
transaction up to $5 and 50 cents for every transaction
after that.’®® Third, it intentionally did not have any iden-
tification verification procedures, purporting to protect
the privacy of customers.’®* It differentiated itself from
PayPal by having no consumer verification procedures.'*®
Fourth, it also distinguished itself from PayPal by being
irreversible: once transactions were made, there were no
chargebacks.””! A libertarian philosophy supported both
its use of gold as backing and its refusal to request iden-
tification from its users.'? Its founder, Douglas Jackson,
argued that e-gold was not subject to regulation as a
payment system distinct from a money transmitter and a
bank, though it had qualities of both.!*?

E-gold’s anonymity, ease of use,
and inexpensiveness made it
appealing to illicit actors.

E-gold became quite successful—in its prime, it had
more than 8 million accounts open and $85 million in cash
assets.!”* But a few years after it began to build a following,
the criminal activity taking place on e-gold drew scrutiny.
Experts noted the similarities of systems such as e-gold to
hawala services, and argued that it was only a matter of time
before terrorists started using e-gold to finance their activ-
ities. They pointed to one case where the U.S. and Russian
governments requested information about a potential
terrorist using the system; the user had threatened an attack
if a ransom was not paid into his or her e-gold account.** In
December 2005—after a year in which transactions worth
$1.5 billion were conducted through e-gold, generating
$2 million in revenue—the FBI and Secret Service raided
the offices of e-gold’s parent company.®® A year later, in
2006, Douglas Jackson made a public show of helping law
enforcement find violations in his service, searching user
records and transaction history, compromising his liber-
tarian beliefs in an effort to save himself and his company.*’

Although Jackson worked with the government, pro-
viding information that led to arrests, and was working
on making e-gold a “clean” service, such efforts were
too little too late.””® In April 2007, e-gold was charged
by the U.S. Department of Justice and U.S. Attorney for
the District of Columbia with violating money trans-
mission laws and knowingly providing fund transfers to
criminals.””” The indictment identified concerns about
VCs continuing to be used by criminals and becoming
appealing to terrorists as well.2° Prosecutors asserted
that more than 70 percent of the 65 most valuable e-gold
accounts were associated with criminal activity.2*! As
aresult, the assets of e-gold were seized, including
what the defendants claimed were all of their assets in
related bank accounts.?? At the time, though, govern-
ment officials admitted that e-gold fell into a regulatory
blind spot where it was not required to self-report
suspicious activity.2®® The three defendants were spared
jail time after pleading guilty to money laundering and
running an unlicensed money transmitting business.
Although the company initially attempted to reform
its customer verification processes and register appro-
priately with regulators, the service did not survive
these legal proceedings.?%*

Considering the lessons from e-gold’s growth and
demise for the development of future systems that
might finance terrorism, e-gold’s anonymity, ease of use,
and inexpensiveness were the attributes that made it
appealing to illicit actors. In particular, e-gold’s com-
mitment to anonymity was correctly perceived as a
clear advantage for criminal and terrorist financiers.
Other aspects, including its backing by gold, would be
less necessary and more incidental for terrorist groups
seeking to finance their operations. Finally, its opera-
tions in the United States gave U.S. law enforcement
the reach and power needed to deal a serious blow
to the business. Terrorists seeking to avoid exposure
to U.S. law enforcement may have learned from this
example, among others, to avoid financial avenues and
technology in U.S. jurisdiction.

LIBERTY RESERVE

Liberty Reserve, created in 2006, promptly and delib-
erately filled the gap that e-gold left in the illicit finance
space; two of its founders had run a company that was
an exchanger for e-gold.?® It served as a bank, money
transmitter, and virtual currency to the criminal under-
ground until it was shut down in 2013.2°¢ To put money
into a Liberty Reserve account, any money transfer
service, including postal money orders, credit cards, and
bank wires, could be used to convert funds into one of



Liberty Reserve’s two currencies, which were pegged to
the euro and dollar, respectively.?”” An LR, as the unit of
currency was called, could be sent to anyone else with a
Liberty Reserve account, who could then withdraw it in
exchange for fiat currency.?®

Liberty Reserve emphasized anonymity, which
was a large part of why it grew. Although it nominally
required a name, address, and birthday, investiga-
tors were able to create accounts with obviously fake
information.?”® As investigators noted, Liberty Reserve
did not validate the information, and the same user
could open multiple accounts; a valid email address was
the only technical requirement to establish a Liberty
Reserve account.?? Its structure facilitated money
laundering in a fashion similar to the e-gold system, and
it drew on many of the same techniques. To deposit or
withdraw currency into or from an account on the site,
one had to pass the money through exchangers, who
bought LRs in large quantities and charged a transac-
tion fee. This way, an account on Liberty Reserve would
have no identifying information about its customer.?"
For an additional small fee (75 cents per transaction),
Liberty Reserve hid users’ account numbers when
they sent money to others, thereby making their
transactions untraceable.?? In addition, the company
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people without bank accounts.?® Indeed, there is reason
to believe that not all of the transactions conducted on
Liberty Reserve were illegal.? But at its heart, Liberty
Reserve was driven by criminal activity; the 500 biggest
accounts on its service created 44 percent of its business,
and of those, 32 belonged to credit card thieves and 117 to
Ponzi scheme operators.??°

This criminal activity drew law enforcement to Liberty
Reserve. In 2010, the U.S. Secret Service began investi-
gating the company; by 2011, the Global Illicit Financial
Team took over the investigation.?”! Although Liberty
Reserve’s main operation in Costa Rica was shut down
between November 2011 and May 2013, the company
continued to run through Budovsky’s other businesses.
Finally, in May 2013, Liberty Reserve was permanently
shut down as the United States brought charges against
several key persons in the operation. Budovsky was
sentenced to 20 years in prison and was extradited from
Spain to serve his sentence; his co-founder, Vladimir
Kats, was sentenced to 10 years.?*

After Liberty Reserve was taken down, much of its
customer base went to a centralized virtual currency
platform called WebMoney.?** Europol’s 2016 “Internet
Organised Crime Threat Assessment” cited WebMoney
as a common centralized service for criminals, especially
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Liberty Reserve demonstrated that a niche market exists for a
trusted illicit finance network on the dark web.

offered a private messaging system that it advertised as
“much more private and secure than email or instant
messenger.”? Finally, although it was slightly more
expensive than e-gold, it still had a nominal transaction
fee. The company charged a 1 percent commission on
every transaction within its system up to $2.99,2* though
there were additional fees to convert currency in and
out of the system. These fees could become substantial
for larger transaction amounts.?"

Liberty Reserve, like e-gold, became a hugely
important part of the VC ecosystem during its sev-
en-year lifespan, because it made communications and
transactions with criminals easy and inexpensive. From
2009 to 2013, it processed $300 million per month in
transactions and about 78 million separate financial
transactions.?’® When it was shut down in 2013, it had
5.1 million users, 600,000 of whom claimed to be based
in the United States.?”” The website’s founder, Arthur
Budovsky, maintained that he originally created it for
people without bank accounts to buy and sell goods on
the Internet, playing an equivalent role to PayPal for

for payments between criminals, although its popularity
has decreased compared to currencies like Bitcoin. 2%
WebMoney does not allow U.S. citizens to open accounts,
thus attempting to seal itself off from U.S. jurisdiction.??

The example of Liberty Reserve is relevant to the
threat of terrorist financing in a few ways. Like e-gold,
this system innovated through using exchangers,
creating another layer of anonymity and obfuscation
between the system and potential criminals, in addition
to offering further privacy-enhancing services for a fee.
Arguably, any system used by terrorists in the future
would entail this as well as potentially additional ano-
nymity innovations. Liberty Reserve also demonstrated
that a niche market exists for a trusted illicit finance
network on the dark web. Finally, like e-gold, Liberty
Reserve was shut down by the U.S. government, a lesson
from which future systems for terrorist financing might
learn by developing systems with limited or protected
access to the U.S. financial system.

23



24

ENERGY, ECONOMICS & SECURITY | MAY 2017

Terrorist Use of Virtual Currencies: Containing the Potential Threat

BITCOIN
Bitcoin’s characteristics—including its irreversibility,
use of the blockchain, pseudonymity, and decentral-
ization—make it “more flexible, more private, and less
amenable to regulatory oversight,” as experts have
explained.?”” As has been noted, although no more than
anecdotal evidence exists indicating that Bitcoin is being
directly used to finance terrorism, it has proven to be a
useful tool for illicit financial activity more broadly. Early
users bought narcotics on Silk Road, an illegal online
marketplace, and gambled.?”® These types of crimes
are increasing in sophistication and complexity. More
recently, in January 2016, 10 people were arrested in the
Netherlands on charges related to money laundering
through Bitcoin.?*” According to Europol, Bitcoin is
becoming more prominent in investigations of payments
between criminals, and was estimated to be respon-
sible for more than 40 percent of these payments in the
European Union in 2015.2°

A major obstacle to Bitcoin scaling as a tool for ter-
rorism finance is the blockchain, the publicly accessible
ledger that records all transactions that take place
through Bitcoin. Thus while Bitcoin wallets are not
necessarily linked to real identities (though exchanges
in well-regulated jurisdictions do establish these links),
it will always be possible to unravel a chain of transac-
tions. Experts including Aaron Brantly have explained
that cryptocurrencies are part of the arms race of
cryptography: “As one person develops a cryptographic
algorithm allowing transactions to be more anonymous,
another person immediately begins work on solving
it to peel back the anonymity.”?*! Once the sequence of
transaction is revealed, Bitcoin addresses can be linked
to real-life identities through forensic techniques, after
which one’s entire transaction history becomes visible.

Bitcoin is often used in
ransomware attacks, a
threatening development
that connects cybercrime
to financial crime.

Even so, cybercriminals and narcotics traffickers have
made and continue to make extensive use of crypto-
currencies such as Bitcoin. Bitcoin is often used in
ransomware attacks, a threatening development that
connects cybercrime to financial crime. Online crimi-
nals conducting ransomware attacks deploy malware to
encrypt data and demand a ransom before providing the
decryption key. In February 2016, for example, a hacker

seized control of Hollywood Presbyterian Medical
Center’s computer systems, and the hospital had to
pay a $17,000 ransom in bitcoins to regain control.?*?
Recently, ransomware attacks have spiked in frequency
and significance. In April 2016, the FBI told CNN that
in the first three months of 2016 alone, ransomware
reaped $209 million from affected consumers.?** From
January to September 2016, the rate of ransomware
attacks on businesses increased from one every two
minutes to one every 40 seconds, with 62 new variants
emerging.?** Experts have also observed that there has
been a 3,500 percent increase in criminals’ use of the net
infrastructure that supports ransomware.?* Similarly,
Symantec estimates that global losses to ransomware are
in the hundreds of millions of dollars.?*® Ransomware
attackers, mostly from Eastern Europe and China, target
businesses and local governments; as a result, companies
are stockpiling bitcoins in the event that they should be
hit.?*” Hospitals are a particular target for ransomware,
because in order to function, they have an absolute and
immediate need for their data, including patient records
and drug histories.?*

Ransomware is so closely linked to Bitcoin because
of the anonymity required to launch successful ran-
somware attacks, which Bitcoin readily provides.?®
Suggestions for ways to impede Bitcoin’s irreversibility,
immediacy, or decentralization have been dismissed
because of how it could compromise the essential nature
of the virtual currency.?*® Thus far, because Bitcoin
has been adopted by this brand of criminal, there is
reason to believe terrorists may take advantage of it
more fully as well, as examples discussed in Chapter 2
evince. But without securing anonymity and increasing
technological sophistication, systematic use of Bitcoin
by terrorists remains unlikely.
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olicymakers studying whether and how virtual
P currency may become a central pathway for

terrorist financing must continuously examine
two main characteristics of evolving virtual currency.
First, as discussed in the previous chapter, they must
examine how financial technologies with the same
goals as virtual currencies have successfully prevented
illicit financial activity generally and terrorist financing
specifically. Second, they must understand the reasons
for which criminal groups today are attracted to virtual
currencies to determine whether terrorists, by contrast
to other criminals, may seek to use them in the same
way in the future.

Several of the reasons for which terrorists have not
turned to virtual currencies at scale, while criminals have
done so, are described in this section. Because Bitcoin
is not completely anonymous, potential terrorist finan-
ciers, particularly those operating in the United States
and Europe, may be reluctant to use this most liquid,
convertible cryptocurrency. But as new cryptocurrencies
become more anonymous, and if terrorist groups develop
more of the characteristics of criminal enterprises, such
as broader person-to-person networks of trust, technical
sophistication, and the need for a wider funding base,
virtual currencies might become more attractive.

In examining the use of virtual currencies, the U.S.
government has assessed that criminal groups will adopt
them when doing so offers certain perceived advantages.
The U.S. Secret Service, which has jurisdiction over sig-
nificant financial crimes, has identified five advantages in
particular that have motivated criminal groups to adopt
virtual currencies. Specifically, they are:

1. The greatest degree of anonymity for both users and
transactions.

2. The ability to quickly and confidently move illicit
proceeds from one country to another.

3. Low volatility, which results in lower exchange risk,
increasing the virtual currency’s ability to be an effi-
cient means to transmit and store wealth.

4. Widespread adoption in the criminal underground.

5. Trustworthiness.?!

Conscious of these advantages, criminal groups have
embraced virtual currencies in self-contained online
marketplaces like AlphaBay, and ecosystems like Liberty
Reserve, described above, and Silk Road.?*?

In these circumstances virtual currencies are used in
anumber of ways, and because of their broad utility—in

particular their convertibility—criminals are incentiv-
ized to adopt them at scale. This is perhaps the most
important point of distinction between terrorist groups
and criminals—terrorists mostly need fiat currency

to fulfill the funding requirements described above,

and so there is no reason to introduce the complica-
tions involved in using virtual currencies if they would
rapidly need to be reconverted back to fiat currency.

One common way, for example, that criminal groups

use virtual currencies is to purchase and sell technical
tools required to conduct cyberattacks—such as exploits
designed to take advantage of particular software vulner-
abilities.?* Another common way virtual currencies are
used is to purchase stolen data, monetized on the dark
web.?** Ransomware is another example of how these
currencies enable cybercrime. Such uses of Bitcoin and
other cryptocurrencies are consistent with the criteria
identified above. Most important, they facilitate anony-
mous transactions or make available, for a fee, extra steps
to ensure anonymity. Enterprises such as Liberty Reserve
and Silk Road also operated on a global basis. And the
fact that they were relatively self-contained ecosystems
(albeit criminal ones) meant there was some level of trust
among the participants in the marketplace.

Terrorists mostly need fiat
currency to fulfill their funding
requirements, so there is

no reason to introduce the
complications involved in using
virtual currencies.

Liberty Reserve, Silk Road, and similar entities
achieved scale because they filled a particular niche in
the criminal ecosystem: they enabled criminals to buy
and sell services from one another in a self-contained
network. Until they were infiltrated and taken down, two
of the most successful adoptions of virtual currencies
facilitated global transactions among criminal groups
that were able to scale because marketplaces facili-
tated trusted interactions. Because the groups that took
advantage of virtual currencies were already engaged in
sophisticated cybercrime, one of the biggest obstacles
to adoption—broad comfort with sophisticated tech-
nology—had already been surmounted.

In contrast to criminal groups, terrorists have not yet
adopted virtual currencies at scale.?*> One basic problem
is limited adoption of the technical systems and sophis-
tication needed for a virtual currency ecosystem to



Terrorists have been slow to adopt virtual currencies in

part because of a lack of the needed technological and
telecommunications infrastructure—including basic Internet
service—in the areas where they operate. (avixyz/Flickr)

flourish. As noted, terrorist groups such as Boko Haram,
AQIM, AQAP, ISIS, and others often operate in inhospi-
table environments where telecommunications networks
and other Internet services are not reliable, and where
broad adoption of technology is limited.?* If the areas in
which these groups operate lack the basic technical and
telecommunications infrastructure for their ecosystems
to support the use of Bitcoin, then there is no reason for
terrorist groups to accept value from outside donors in
that form. After all, if the group cannot easily exchange
Bitcoin for large quantities of hard currency or cannot
use it easily to purchase weapons, other materiel, food,
and housing in the areas where they operate, it does

not do them much good.

This dynamic stands in stark contrast with that of
criminal groups which, at present, make the most exten-
sive use of virtual currencies. These tend to be either
cybercriminal groups or others, for example narcotraf-
fickers engaged in large (often cross-border) enterprises
that invest in technically sophisticated tools. Since the
people with whom cybercriminals and narcotraffickers
exchange goods and services also use Bitcoin, the barriers
to adoption for their use are low. Terrorist groups, there-
fore, face significant challenges of technological adoption
in comparison with these criminal networks.

But there are also significant differences in the types of
trust that characterize the networks of organized criminal

groups using cryptocurrencies and the terrorist ecosystems

that might have a desire to use them. The significant factor
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that unites members of ecosystems like Liberty Reserve,
Silk Road, and other online marketplaces where tools of
cybercrime are bought and sold is their common engage-
ment in criminal activity. This generates a form of trust in
the system, derived from a shared interest in preserving
the illicit marketplace. Even though participants in
these marketplaces may not personally know each other,
they use cryptocurrencies to transfer value because
they trust that, as repeat players with a shared interest
in not getting caught, everyone will play by the same
basic rules. As Lillian Ablon, Martin Libicki, and Andrea
Golay explain, “The harder-to-access tiers [of dark web
markets] where participants are highly vetted. .. are
often well structured and policed, with their own consti-
tution-like rules and guidelines to follow.”*” Reputation
is paramount—“The black market has several tiers of
access, with the higher tiers requiring lots of vetting
before they can be entered, or even revealed.”?*® Publicly
accessible, low-tier channels have more fraudulent goods
than the upper echelons, which are, in turn, continually
getting more difficult to access without establishing
mutual confidence with other criminals, including by
“reputation, personal relationships, middlemen, or inter-
mediaries,” or, for example, by giving samples of goods
(including stolen data or cyber exploits).2*
Fundamentally, by contrast, terrorist financing for
groups such as Hamas, Hezbollah, and al Qaeda has
entailed the movement of funds from an external source
to the areas where the terrorist groups operate. The
role of trust is therefore very different, because terrorist
financing networks operate over extended geographies
with the involvement of many parties. This means there
might be several steps between the sender of the funds
and the ultimate recipients, attenuating the trust needed
for cryptocurrency networks to scale. Al Qaeda received
funds from Gulf-based donors;*°* Hamas received
support from charities and state sponsors including
Iran;*' and Hezbollah received funds from Iran,?*
but also from complicated global money laundering
schemes.?® At some point in the transaction chain, the
ultimate recipients of funds must know and trust the

Common engagement in
criminal activity generates a
form of trust in the system,
derived from a shared interest
in preserving the illicit
marketplace.
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facilitators who bundle money for transmission to ter-
rorist groups,®* but the initial donors might not even be
witting (for example in the case of redirected charitable
gifts), and often do not know the identities of the recip-
ients. For now, because of the incomplete anonymity

of many cryptocurrencies, coupled with the fact that
terrorist groups are often interacting with people outside
their community, it is difficult to achieve the kind of trust
necessary for cryptocurrency networks to scale in the
terrorism context.

Perhaps the most important reason for which ter-
rorist groups have not adopted virtual currencies at scale
is that they have not needed to do so. Other means of
transferring value—cash, prepaid cards, or unlicensed
money transmitters and hawalas—have served their
needs reliably.?* And those methods of transferring
value can achieve scale in a way that Bitcoin cannot, at
present. In 2009 alone, there were 6 billion prepaid card
transactions with an aggregate value of more than $140
billion.?® Prepaid cards are regulated in the United States
and in the EU,*” but criminals are finding enterprising
ways to circumvent those rules and use repositories such
as gift cards to launder funds.?*® As those other forms
of transferring value come under regulatory and law
enforcement pressure, terrorist groups may try to diver-
sify their mechanisms of moving money.

Other means of transferring
value—cash, prepaid cards, or
unlicensed money transmitters
and hawalas—have served

the needs of terrorist groups
reliably.

In this chapter, the discussion of illicit use of virtual
currencies indicates that terrorist use of the financial
technology is not an imminent or systemic threat. But
this could change. Given the gravity of the terrorism
threat to U.S. national interests more broadly, staying
ahead of evolving trends in terrorist financing is a worthy
goal. Therefore, the project for financial policy officials
and regulators is insulating the system from terrorist
abuse and adapting an approach to regulatory oversight
that keeps it closely focused on innovation, adaptation,
and contemporary vulnerabilities.
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he risk that terrorists will increasingly use virtual

currencies to move and store money in the future

indicates a need to consider whether our current
financial regulatory architecture is up to the task of
preventing this eventuality. Observers and policymakers
have highlighted a need for vigilance to prevent this from
occurring, which in practice translates into adaptations
to financial regulation and compliance. Additionally, it
means a policy posture on financial technology oversight
that is designed to both protect the benefits that can be
afforded by virtual currencies and prevent their abuse.

In the United States, the core policy framework for
monitoring and halting criminal financial activity and
bulk cash movement, including for terrorist financing,
is the Bank Secrecy Act (BSA), first adopted in 1970 and
amended several times thereafter. The BSA reflected the
fundamental insight that law enforcement needed an
established mechanism to obtain information from banks
about the illicit funds transfers that underlie criminal
activity. It focuses on banks and MSBs as the core regula-
tory targets, because these institutions are the gateways
through which all money, including the proceeds of
crime and terrorist financing, pass. Trying to track illicit
dollars in any currency occurs most effectively at these
nodes in the financial system. Additional authorities
enacted in the USA Patriot Act offer policymakers more
legal mechanisms to compel financial information from
banks about illicit activity, and they require financial
institutions to stay away from the jurisdictions, insti-
tutions, and types of activity that criminals and money
launderers use to avoid detection.

These statutes require financial institutions, the
gateways, to be the first line of defense against illicit
activity moving around the financial system. They
are charged with blocking the movement of dirty
money that transits their systems and keeping out bad
actors, and with adopting broader risk management
approaches that will make it harder for abuse to take
place in the first place.

Fundamental Challenges to Countering Terrorist
Financing in the Era of Virtual Currencies

A few basic challenges in the current policy and reg-
ulatory framework impede law enforcement and
intelligence officials, as well as the private sector, from
collaborating more nimbly to weed out illicit actors. The
first general challenge is that, in a dynamic technology
environment with a large number of new entrants,
companies are sometimes unaware of the regulatory
requirements to which they are subject, and they are
often unable to afford sophisticated legal counsel to help

them navigate the compliance process. Thus, even
when some financial technology startup companies
that deal with virtual currencies do realize that they
are, in fact, MSBs for purposes of financial regulation,
they may lack the institutional resources to build

the requisite compliance systems and sustain viable
businesses. One particular challenge in this area is
the requirement for a virtual currency firm to obtain
licenses in all states in which it operates and maintain
compliance consistent with both federal and applicable
state standards where they are licensed to operate.
With only a single federal registration for virtual
currency firms, compliance costs would be more
manageable for smaller firms, and regulators would be
better able to oversee firms. In the case of Ripple Labs
Inc., the company was assessed a $700,000 penalty
by FinCEN for willfully violating requirements of the
BSA by failing to implement an anti-money laun-
dering program.? Ripple acted as an MSB and sold
virtual currencies without registering with FinCEN,
and failed to implement and maintain an adequate
AML program to guard against use of its products

by terrorist financiers.?*°

Financial regulatory officials
have not devoted the same or,
arguably, adequate resources to
regulating and examining non-
bank financial institutions, by
comparison with banks.

Financial regulatory officials have not devoted the
same or, arguably, adequate resources to regulating and
examining non-bank financial institutions, by compar-
ison with banks.?! This has been the case even while
non-bank institutions present a demonstrated illicit-fi-
nance risk. This problem, along with the ignorance of
many virtual currency firms about their exposure to
financial regulation, likely will diminish over time, as
the broader financial technology industry, specifically
including exchanges dealing with virtual currencies,
matures. This will occur as firms undergo more audits
and gain greater familiarity with financial regulators
and regulatory frameworks, and as financial regulators
simultaneously learn more about the functioning of
virtual currencies. Such activities will ideally include,
for example, collaboratively exploring some of the
enhanced customer verification and due diligence
practices that may be available to virtual currencies.??



The second and related challenge is that regulators
in different jurisdictions (and even in the same jurisdic-
tion) are taking a variety of approaches to the oversight
of new payment technologies and virtual currencies. For
example, some of the regulators in some jurisdictions
have moved faster than others to clarify that certain
financial payment technologies, such as virtual currency
exchanges, are a new kind of MSB, subject to exams,
and must have AML programs. In 2013, FinCEN issued
guidance indicating that Bitcoin exchanges were MSBs
and subject to regulation as such.?®* Other regulators in
other jurisdictions have not offered similar guidance—or
have gone so as far as imposing limits on the use of virtual
currencies.?** This uneven outreach to virtual currency
companies has sometimes resulted in conflicting regu-
latory approaches.?®® Even when regulators clarify that
certain new payment technologies are “covered entities”
subject to regulation, the ability of banking regulators
to supervise and of law enforcement officials to take
action is nascent.

Finally, the regulation of virtual currencies is highly
dynamic, shifting both within and across jurisdictions at
arapid pace. This makes achieving a stable compliance
architecture exceedingly difficult.

The Culture of Compliance

and Virtual Currencies

In addition to the regulatory challenges in countering
terrorist financing that may occur via virtual currency,
as discussed above, a further impediment is linked
particularly to the culture of compliance. The current
rules-based bank supervisory structure entails a fun-
damental tension between regulatory and compliance
approaches to illicit financial activity. Specifically, super-
vision focuses strictly on the failure of banks to prevent
illicit activity, rather than being more oriented toward
detecting and monitoring it. The latter approach is often
favored by law enforcement officials.

The current structure and requirements for U.S.
supervision of major banks in its jurisdiction (which in
practice includes the preponderance of all global banks)
places overwhelming emphasis on prevention rather
than detection. While it is indeed important for finan-
cial institutions not to facilitate illicit financial activity,
the work of shutting it out has become an elaborate,
expensive compliance exercise.?*® This has involved
an emphasis on shedding, rather than managing, risky
clients. The result has been that risky activity is often
pushed to less well-regulated institutions.?” Compliance
activity has become relatively rote, if expensive, and
the fact that banks get no “credit” with regulators for
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It is easier, less expensive, and
less problematic for banks

to completely avoid any risk
and limit scrutiny for terrorist
financing to basic compliance
with the rules, while avoiding
risky clients.

adopting innovative approaches to detecting illicit
activity does not incentivize the development of novel
strategies to track the evolving terrorist financing threat.
But the problem may actually be even more significant.
When banks do create novel strategies to counter ter-
rorist financing, they are expected by their examiners to
maintain both the novel and the conventional strategies,
thereby creating a disincentive for banks to innovate and
bear the financial burden of parallel counterterrorist
financing programs.2s

Moreover, the recent record of expensive civil and
criminal penalties for sanctions and AML violations has
raised the stakes for banks, making them more willing
to refrain from engaging entire geographic areas or lines
of business because of perceptions of excessive risk.2®®
Banking officials report that when they have disclosed
evidence of terrorist financing found at their banks, they
have been criticized or penalized by federal supervi-
sors for failing to report similar transactions previously,
subsequently, or with regularity.?’® Additionally, they
say that, perversely, the compliance incentives in this
environment do not encourage them to try to detect
terrorist financing or other criminal activity. It is simply
technically easier, less expensive, and less problematic
for their relationship with bank supervisors to com-
pletely avoid any risk and limit their scrutiny for terrorist
financing to basic compliance with the rules, while
avoiding risky clients.

By extension, this also discourages banks from taking
on new payment technology firms, or virtual currency
platforms, given the risks of assimilating such new and
unknown customers. Banks therefore do not have as
much insight as they could into illicit financial flows
in virtual currencies. Thus it is harder for law enforce-
ment and intelligence officials to track and halt such
activity. A more holistic and effective approach to
countering terrorist financing would encourage and
incentivize banks to take on new payment technolo-
gies and virtual currency firms while managing the
potential risks of abuse.



32

ENERGY, ECONOMICS & SECURITY | MAY 2017

Terrorist Use of Virtual Currencies: Containing the Potential Threat

From a public policy standpoint, it is concerning that
banks do not appear to be incentivized to be as proactive
as possible in detecting terrorist financing and adopting
innovative strategies for information sharing and coordina-
tion with law enforcement and intelligence officials. They
should be working in coordination with both to sustain
and manage certain risky clients. In the present environ-
ment of extensive social media connectivity and ease of
moving funds electronically, including through relatively
anonymous platforms or currencies, there are growing
new aspects to terrorist threats. Moreover, the growing
trends of Internet-based radicalization, lone wolf terrorist
plotters, and anonymous virtual currencies make it sig-
nificantly more important that there be much more active
multi-sectoral collaboration to identify and halt terrorist
activities. In order to arrest such activities, virtual currency
exchanges, along with banks, technology providers, mer-
chants, and national security and law enforcement officials,
must have powerful incentives and easier pathways to
collect and share terrorist threat information.

Regulatory Treatment of Virtual Currencies

It may be tempting to assume that new financial regulation
is needed to address these various challenges, particularly
given how novel virtual currencies are compared with con-
ventional fiat currency and banks. However, this should not
necessarily be the operating assumption of stakeholders.
An appropriate approach to regulating virtual currencies
should include an emphasis on understanding the appli-
cability of the existing financial regulatory architecture

to payment systems that service virtual currencies. While
conducting this analysis, policymakers should appro-
priately balance the burden of compliance for virtual
currencies with the need to support the innovative value
of new, efficient financial technology. Policymakers may,

commercial and retail financial activity is legitimate.?”
Those conducting this activity seek reliability and stability,
as do those who conduct some illicit financial activity.
Both types of actors generally only select new financial
technologies that guarantee payment and provide an
assured counterparty, credit, and credibility. This may in
practice limit their exposure to virtual currencies. But to
the extent that banks offer services to virtual currencies,
financial regulators generally will continue the practice of
applying traditional financial regulatory categorizations
and requirements to new payment systems. By extension,
this means that banks will pioneer and model customer
due diligence and anti-money laundering programs for
new financial technology and virtual currencies. There
are likely many creative new opportunities to synthe-

size large amounts of financial and other data to identify
the financing of terrorism.

Regulators must constantly evaluate what new payment
platforms and virtual currencies should fall under their
regulation, and develop innovative new skills and methods
to supervise them. It is possible that new regulation to
apply to virtual currencies and new payment technologies
will eventually be necessary. If at some point the ecosystem
of anonymous and distributed financial technology is so
expansive, and the virtual currencies exchanged in this
ecosystem so stable, that it provides a true alternative at
scale to the conventional financial system, new regulatory
techniques may be needed to supervise these technological
platforms. In this instance, the traditional framework of the
BSA may need significant reevaluation.

Any virtual currency regulatory regime should aim to
have each entity satisfy the fundamental requirements of a
rigorous counterterrorist financing and AML compliance
program. This includes following KYC procedures, wherever
possible extending to users of virtual currency; maintaining

There are likely many creative new opportunities to synthesize
large amounts of financial and other data to identify the

financing of terrorism.

in this framework, consider only moderate adaptations.
This should be the case notwithstanding the fact that new
financial technology may, in fact, present an enhanced risk
of abuse by terrorists and other financial criminals.?”

The need for new regulation is also diminished because
many financial industry watchers believe that traditional,
highly regulated global banks will remain the pillars of the
global financial system for the foreseeable future, given
the essential security, liquidity, longevity, efficiency, and
creditworthiness that they provide. The vast majority of

certain transactional records; and reporting suspicious trans-
actions of various types. Regulators and regulated entities
could consider including new types of electronic data in
suspicious activity and “cash” transaction filings. Among the
obvious challenges involved with this innovation would be
the need for them to understand where relatively anonymous
transactions originate, where they are going, and with whom
beneficial ownership resides, as well as how much anonymity
is feasible while still adequately managing risk, and at what
point in the transaction process anonymity is possible.?”?



Principles for Improving Financial Supervision
and Enforcement to Counter Terrorist Use of
Virtual Currencies
It is possible to adopt new strategies to better identify
and halt terrorist financing through virtual currencies in
the current digital financial era. Not all of these strate-
gies are directly linked to the technical specifications of
emerging virtual currencies; rather, they are somewhat
more methodological from a regulatory oversight and
compliance perspective. Nevertheless, they can all help
to capture illicit conduct using new kinds of decen-
tralized and anonymous virtual currencies. First and
foremost, however, policy leaders must consider several
basic principles that will, if embraced, undergird an
ability to successfully adopt policy change to promote a
greater ability to counter terrorist use of virtual currency.
National security leaders must embrace three basic
principles at the highest levels and clarify them to
the private sector. These will serve as the front line to
identifying terrorist financing using virtual currencies.
Concomitantly, supervisory agencies must recognize and
embrace these priorities and regulatory agencies must
enforce them. They are:

1. Policy leader prioritization of countering terrorist
financing and other financial crimes, including
through new virtual currencies

2. A policy and regulatory posture that encourages
innovation

3. New strategies and legal means for coordination,
particularly between the public and private sectors.

These priorities are beneficial for the task of countering
terrorist use of virtual currencies; they are also essential
to ensure that the current policy and regulatory frame-
work to counter terrorist financing does not become
truly antiquated. Financial connectivity, along with new
payment technologies and virtual currencies, is already
reorganizing ways in which all financial actors raise,
store, and move money.

In line with the first principle, to more effectively
counter terrorist use of virtual currencies, and indeed
to counter terrorist financing more broadly, banks and
MSBs must place much greater emphasis on tracking
and reporting suspected terrorist financing. Currently,
banks, MSBs, and other actors are asked to report on
awide array of suspicious and threatening activities,
including money laundering, narcotics, weapons,
human trafficking, securities fraud, and cybersecurity.
Policymakers and law enforcement officials do not
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effectively communicate their priorities to private sector

entities with limited resources; they must do so and

must coordinate to the extent possible with independent

regulators to align supervision and enforcement priori-

ties. As a result, banks have no official policy guidance on

how to prioritize risks. Therefore, they place no special
emphasis on areas of greatest concern to policymakers,
law enforcement, and the intelligence community. For
the same reasons, they do not necessarily prioritize
creative investigative tactics or information sharing.
Intelligence and law enforcement officials are the
ultimate beneficiaries of banks’ suspicious activity
reporting, so it is particularly incongruous that they are
not involved in establishing criteria for threat reporting.
Nor do they provide feedback on what banks report as

being of value for law enforcement activities. This stands

in contrast to the fact that the law enforcement and
national security communities do establish investigative
and enforcement priorities for themselves regularly. The
financial sector’s perception of threats may be different
from those identified by national leaders, as well as
being different from those identified by bank supervi-
sors. Additionally, each individual financial institution’s
perception may differ depending on its geographic
footprint and specific array of business activities. These
varying perceptions add to the problematic nature of
the lack of policymaker and law enforcement priori-
ty-setting for private financial reporting on threats. The
policy community must establish a hierarchy of financial
crime threats on which they expect the financial sector
to focus its activities. Terrorist financing, specifically
including its occurrence via virtual currency, should be
first among such crimes.

The policy community must
establish a hierarchy of
financial crime threats. Terrorist
financing, specifically including
its occurrence via virtual
currency, should be first.

The second principle, aggressively encouraging
innovation in strategies to identify and counter ter-
rorist financing, may involve what some financial sector
experts have called a “sandbox” approach. Used in the
United Kingdom, this approach urges regulators to give
financial sector participants and technology entrepre-
neurs the regulatory running room to experiment with
their technology and see how it interacts with customers
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and their data without having the relevant—potentially
onerous—regulations applied immediately.?”* Necessarily,
this running room involves regulators’ tolerance of
potential failures. In practice, and for compliance
professionals and legal officials, this tolerance takes the
form of liability shields.

The final principle calls for more extensive coop-
eration, specifically among private sector entities and
between the public and private sectors. Current U.S.
statutes allow for financial information sharing among
and between public and private sector actors. In some
instances this can be a fruitful means of establishing
information flow, including during active investiga-
tions to track suspected terrorists. The FBI Terrorist
Financing Operations Section has publicly expressed the
view that financial institutions have been rapidly and
extremely responsive to requests for information to all
terrorist incidents.?’> But many private sector representa-
tives embrace a legal interpretation of national financial
information sharing laws, data privacy rules, and other
regulations. In practice, this has enshrined powerful
limitations on data sharing and cooperation—acutely,
when it comes to sharing information and cooperating
across national boundaries, even among branches or
subsidiaries of the same bank.?”* When coupled with a
libertarian ethos among technology firms, especially
those pioneering new ways to send money around
the world outside the reach of traditional financial
institutions, information flow regarding illicit finance
may be particularly poor.

It is more important than

ever for law enforcement

and intelligence officials to
coordinate closely and with the
private sector to map threat
networks and plots, including
terrorist activity.

In a financial ecosystem where payment anonymity
is easier to achieve and social media provides for more
anonymous communication, it is more important than
ever for law enforcement and intelligence officials to
coordinate closely and with the private sector to map
threat networks and plots, including terrorist activity. It
is crucial that policy authorities signal to stakeholders
working to counter terrorism that they must radically
broaden their coordination, including through expanded
legal pathways and liability protection for information

sharing and regulatory or enforcement benefits for
cooperation. This approach will help to better address
terrorist use of virtual currencies, and terrorist financing
in general. It is also fundamental to the development

of creative strategies to unite private sector entities

and government intelligence and regulatory officials

in better understanding the identities and patterns of
virtual currency users. Moreover, and of significance

to the entire financial regulatory and national security
establishment, this approach will meaningfully con-
tribute to a more robust ability to fight all manner of
criminal financial activity. Applied together, these three
principles are the foundation to better fighting the broad
array of threat finance.
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s discussed, anecdotal evidence indicates that
A terrorists have used virtual currency to move

and store money. Policymakers and regulators
have the ability, and would be well served, to adapt their
approach to supervision and enforcement to better track
this illicit finance and work to prevent the threat from
achieving scale. Such changes would likely have the bene-
ficial effect of countering terrorist financing more broadly.
Additionally, they may also help to address the pernicious
and more widespread use of virtual currencies by various
types of criminals, including traffickers of drugs, child or
other illegal pornography, counterfeit goods, and others.
Counterterrorism, national security, and law enforcement
officials would all be better off with an invigorated policy
focus on preventing terrorist use of virtual currencies.

For now, the most effective strategy for accomplishing
this goal is to focus legal and regulatory adaptations on the
gateway financial institutions, whether banks, MSBs, or
virtual currency exchanges that process virtual currency
transactions. As noted, these nodes in the financial system
can be effective for identifying suspicious customers or
activity. They are relatively centralized and regulated, and
therefore require at least a basic degree of transparency
and lawfulness. To the extent that such institutions can be
encouraged and offered incentives to host virtual currency
money movements and exchanges, they can increase their
transparency and lawfulness. The more this happens,
the more it will benefit the financial system’s security
and integrity. If virtual currencies scale to a point where
they are more broadly used and exchanges themselves
become less relevant, this approach might need to change.
But for the moment, the most effective governance tech-
nique is to focus on exchanges.

The following series of recommendations offers steps to
various stakeholders in the counterterrorism and financial
technology realm designed to help them better understand
terrorist use of virtual currencies, prioritize the issue along
with a broader focus on terrorist financing, and refine
strategies for preventing such activity from scaling. The
recommendations seek to assist regulatory and financial
supervisors in protecting valuable financial sector inno-
vation in the virtual currency domain. They also suggest
strategies to protect and encourage an innovative approach
by financial institutions in detecting illicit financial activity
via virtual currencies. Finally, they offer suggestions for
more forward-leaning financial information sharing and
disclosure, in the service of an improved intelligence, law
enforcement, and industry ability to hold terrorist threats
at bay. These recommendations, if implemented, will
help to mitigate the degree to which terrorists can use
virtual currencies, as well as more conventional methods
of terrorist financing.

Policy Recommendations

—>
<

1. Better understand the evolving
threat of virtual currencies
financing terrorism

Perhaps the most significant change
that policy leaders can implement

to more ably counter terrorist use of
virtual currency is improving the ability
of intelligence and oversight officials to understand the
phenomenon. This demands an ongoing investigation of
terrorist financing and a novel approach to gaining insight
into new financial technologies that terrorists can use. It
also demands an ongoing analysis into when, and in what
fashion, new regulation is needed to govern evolving and
expanding technology.

Expand regulation and guidance to foster greater financial
information disclosure and sharing. Congress should move
forward with proposals for enhancing requirements for the
collection and disclosure of beneficial ownership infor-
mation in the corporate formation process.?”” Additionally,
FinCEN should consider offering new guidance or regula-
tions on sections 314(a) and 314(b) of the USA Patriot Act,
to facilitate greater information flow within and among
global banks. Federal officials could also consider a rule
on cross-border financial flows for exchanges regulated
in the United States, contemplating the documentation
of virtual currency transactions with FinCEN or another
appropriate agency. Given the decentralization of certain
virtual currencies, it might be difficult to do this directly
after they have achieved a certain scale, but for the
moment, virtual currency exchanges remain the subject of
regulation. In well-supervised jurisdictions, this remains a
viable approach. Information from more traditional banks,
when disclosed and exchanged pursuant to these various
changes, will help intelligence officials and the law enforce-
ment community to better track terrorist use of virtual
currencies, as well as the illicit financial activity of a host of
other financial criminals.

Formalize the congressional focus on terrorist financing
and financial technology. Relevant congressional commit-
tees, including the House Financial Services Committee
and Senate Banking Committee, should formally add
terrorist financing and financial technology, including
virtual currency, into their oversight mandate. The
committees can fold this into existing work to investi-
gate terrorist financing, and they should draw upon the
Congressional Research Service to gather information on
the threat. Congressional staff may also consider estab-
lishing a congressional study group to further advance
oversight and the consideration of updated financial over-
sight statutes, as appropriate.




Call for an independent task force to advise federal offi-
cials. The Treasury Department, Department of Justice
(DOJ), intelligence community, and other agencies
should work with financial services trade associa-
tions, such as the American Bankers Association and
the Association of Certified Anti-Money Laundering
Specialists, as well as think tanks with a special focus
on illicit finance and counterterrorism, to conduct
independent research on terrorist use of new financial
technology, including virtual currencies.

Expand regulator outreach to financial technology
firms and developers. Given the new entry of technology
firms into the business of moving and storing value, as
well as the rapid pace of innovation and change in this
area, financial regulators and policy officials should
focus unique attention on outreach to the technology
sector, including the developers of virtual currency and
new payment technologies. Regulators and officials
should seek to foster encounters that are construc-
tive and oriented toward mutual information flow and
collaboration. This will help all parties to understand
new developments in financial technology and terrorist
financing threats.

2. Prioritize terrorist financing as

- a matter of public policy and law
enforcement significance

¥ Policy and law enforcement leaders

¥ must jointly signal to the public

and private sectors the importance
of countering terrorist financing,
including through virtual currencies and other new
technologies. This will be meaningful if the prioritiza-
tion is clearly linked to incentives and the likelihood of
enforcement and regulatory examinations in certain high
priority areas, with a clearly diminished emphasis in
other areas. That is, regulators should reward innovative
and effective efforts to counter terrorist financing, while
increasing their focus on these areas. Similarly, they
should decrease attention and examination or enforce-
ment in other lower priority areas such as structured
payments for relatively small-scale money laundering.
At present, there is no process by which policy and law
enforcement officials can prioritize areas of illicit finan-
cial activity for private sector scrutiny and reporting,
while the private sector receives regulatory assent for
reallocating assets in accordance with these priorities.
The effect of all this is that everything becomes a priority,
but in fact nothing is a priority. This is surely not the case
from a national threat-assessment perspective. A real
prioritization will appropriately signal to stakeholders
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amore enhanced level of significance and resources
that they should devote to the challenge. In turn, this
will contribute to the effectiveness of counterterrorist
financing efforts, in the interest of national security.

Initiate an intelligence prioritization process to high-
light counterterrorism finance information. FinCEN
or the DOJ should initiate a process, modeled on the
National Intelligence Priorities Framework, to rank the
counter-illicit finance priorities of the U.S. government.
This methodology can elevate terrorism as a priority,
signaling to policymakers, law enforcement officials, and
financial institution supervisors the need to focus on the
topic in enforcement and targeting activities. Financial
officials will need to contemplate a strategy for how to
grade banks on how well they direct resources to these
priority areas.

Prioritize terrorist financing. Recognizing that many
bank supervisory agencies are statutorily independent,
Congress and the executive branch should emphasize the
importance of TF. These priorities should translate into
supervision and enforcement approaches.

Expand outreach to the private sector on countering
terrorist financing. The Treasury Secretary, or an appro-
priate deputy in the Treasury Department from the
Office of Terrorism and Financial Intelligence, should
conduct outreach to the private sector to communicate a
priority focus on countering TF. This will signal to banks
and MSBs the need to devote appropriate resources
to this area.

3. Prioritize terrorist financing
as a compliance matter within
private institutions

Banks should expand their focus
on terrorist financing, including via
the use of virtual currencies, as an
area of illicit finance in response to
the articulated government prioritization of this issue.
This work must be undergirded by enhanced efforts to
share information on terrorist threats with appropriate
law enforcement agencies, including the FBI, and peer
institutions. Additionally, in practice the prioritization
should be demonstrated by a desire to lead regulators
in the establishment of innovative models to counter
terrorist financing.

Invest further resources in financial intelligence units
(FIUs). Banks should expand their investigative capacity
to conduct proactive and targeted monitoring initiatives
to identify terrorist threats, as well as to conduct reactive
work when an incident occurs. They can usefully model
such efforts after federal FIUs, and are well placed to
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gather enterprise-wide information about illicit finance
threats. Additionally, these initiatives should be coordi-
nated with federal counterparts.

Propose specific legal changes to improve counterterrorist
financing efforts. Banks and private sector leaders should
identify and propose specific changes to statute, regula-
tions, and policy that would allow them to overcome some
of the impediments to tracking terrorist financing activity,
including via virtual currencies. As discussed throughout
this paper and in some of the remaining recommendations,
these changes should include ideas for improved infor-
mation sharing and legal liability protection. Banks are
uniquely placed to play a leadership role in articulating the
current challenges and in undertaking the intellectual and
technical work involved in adopting new rules and culture.
Again, all of this should be coordinated with policymakers.

4, Offer protection and incentives
for private initiatives to halt
terrorist financing, including
through virtual currency

Federal policymakers, including at
the FBI, DOJ, Secret Service, and IRS;
as well as banking regulatory author-
ities such as the Federal Reserve, the OCC, and FinCEN,
should contemplate and craft guidance for banks and
other regulated financial entities to spur them to collabo-
rate more closely with governmental authorities to track
and halt terrorist financing. State level bank supervisors,
particularly New York’s Department of Financial Services,
should participate in this process as well. It could ulti-
mately include adaptation of regulation and enforcement
guidance, as well as liability protection to protect finan-
cial institutions’ innovative strategies. Moving toward
this approach would mean the creation of a regulatory
“sandbox,” an environment that fosters collaborative
approaches to compliance in order to best advance the
ultimate policy goals.

Consider a “laboratory” approach for pioneering new
counterterrorist financing strategies. Regulators should
contemplate strategies for stimulating specific private
sector initiatives and mechanisms whereby banks and
other MSBs can pilot or work to institutionalize new ways
to identify and halt TF, including via virtual currencies.
This will require limited liability protection, possibly
including a safe harbor, comfort letters or regulatory
guidance from banking supervisors, and close, ongoing
coordination with law enforcement officials. It might also
include special licensing for unique industry collaborative
investigatory efforts to address TF and share information
with law enforcement.

Recognize successful models and best practices,
including with incentives. Regulators should consider
publicly sharing examples of successful strategies to
track terrorist financing, including financing via new
technological means. Such sharing could include acco-
lades for the quality over quantity of Suspicious Activity
Reports (SARs) filed, or a strong record of sharing SARs
with high value to the law enforcement community.
Such forms of recognition could offer a reputational
benefit to the firm that implemented the strategy and
signal to financial overseers the value and prioritization
placed on innovative, successful strategies to address
TF. Additionally, financial policy officials could offer
positive inducements such as investment incentives
to firms and foreign official counterparts that make
a special effort to share information and coordinate
in addressing TF. These measures would not, strictly
speaking, constitute rewarding activity that is expected
of all financial institutions, but rather highlight extraor-
dinary and aspirational behavior.

5. Make financial technology
innovation more sustainable
Financial regulators should consider
strategies to limit the regulatory “tax”
on development of financial tech-
nology, including virtual currency
technology. Financial technology
companies must shoulder the compliance burden of
financial system operators, and policies to limit this
strain for virtual currency companies—which may not
necessarily be inherently risky—would appropriately
underscore a risk-based approach to financial regula-
tion. It would also have the effect of stimulating financial
technology innovation. Financial policymakers should
consider how to actively support beneficial financial
technology development, particularly when it can bring
virtual currency and new payment technology platforms
successfully into the regulated financial sphere.

Explore a risk-based approach to anti-money laundering
program requirements. Policymakers should adapt the
current oversight regime for new financial technology
firms. Oversight would be moved to a more risk-based
approach toward countering TF. This could entail a
greater focus on some elements of the programs (for
example, a risk-based prioritization of firms engaging
in cross-border payments or more tailored SAR filing
requirements based on services offered), and on liquidity
providers and exchanges in particular, in line with
guidance offered by policymakers on national security
and law enforcement priorities. Ultimately, if virtual
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currencies scale in a significant way, then exchanges will
become less relevant, and regulators will need to engage in
significant adaptation in how they supervise for AML and
CTF compliance in the virtual currency space. Promotion
of this kind of innovation will help to prepare the ground-
work for a future regulatory architecture.

Explore the idea of a common compliance architecture.

In coordination with financial industry representatives,
policymakers should consider establishing industry-wide
mechanisms to aid regulated firms with compliance activ-
ities, including with explicit regulatory permission. This
could be particularly useful for new financial technology
firms that may be both small and relatively unfamiliar
with financial sector regulation. One promising idea is the
development of a global KYC registry established through
blockchain technology. This would dramatically reduce
the cost of establishing an effective AML compliance
architecture for new firms with limited resources. Other
possibilities would be to offer alternative safe channels for
permitting financial flows, or alternative ways to validate
the transparency of financial platforms or certain ecosys-
tems that conform with international best practices.

Consider adopting unique regulations for financial
technology startups. Financial regulators should consider
alternative regulatory schemes for small market capital-
ization or startup financial technology firms with a path to
more conventional regulation after they achieve scale and
sustainability. This could include enhanced beneficial dis-
closure requirements in the initial regulatory stage, to avoid
the incentive that such a model would create for evading
regulation altogether, along with the subsequent formation
of shell companies.

Expand the geographic range of financial technology
licensing. At present, certain kinds of financial technology
companies must seek separate licenses in each state in
which they operate. State and federal banking regulators
should think about ways to harmonize the financial super-
vision landscape.

Conclusion

Terrorists’ use of virtual currencies has
thus far been episodic and relatively
uneven, given the greater accessibility
to virtual currencies by groups with
relatively more technical sophistica-
tion. However, even if terrorist use of
virtual currency has not yet achieved scale or become a
more systemic security threat, it has the potential to grow.
For the policymaking community, the true concern when it
comes to terrorist use of virtual currencies and other new
payment technologies is what may happen in the future,
and their ability to track developments.
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As this paper has pointed out, regulatory and legal adap-
tations can improve the ability of regulators, intelligence
and law enforcement officials, and the banks and MSBs
abused by terrorists to better detect and halt terrorist use
of virtual currencies. However, it will be extremely difficult
to make such adaptations, in particular due to the conflu-
ence of dynamic financial technology innovation and an
AML compliance culture that is significantly focused on
completely avoiding risk. In order to get ahead of terrorists’
ability to manipulate the features of decentralization and
anonymity offered by virtual currency, policymakers will
have to, in the first instance, encourage financial institu-
tions to manage—not shun—the risks of this and other
new financial technologies. To arrive at this point, the
government will have to take on enormous dual challenges:
assume greater risk and set a tone of collaboration.

The rewards of achieving a more constructive and
collaborative industry-government partnership around
countering terrorist use of virtual currencies, and indeed
all terrorist financing activity, are tremendous. A true
partnership in this domain will help policy leaders to better
fight terrorism and encourage valuable financial innova-
tion. It will also better protect financial institutions from
abuse and preserve their reputation, while contributing
to shareholder value. Particularly given the potential for
lone wolf terrorist activity, along with the challenge of
detecting, through financial data, terrorist attacks before
they occur, it will be impossible to keep terrorists out of
the financial system entirely and away from electronic
currency, whether virtual or fiat. Additionally, the highly
dynamic nature of financial innovation means that reg-
ulators and policymakers may not be able to avoid some
tension as they strive to keep regulations and compliance
benchmarks up to speed with technology, and as they
conduct proper outreach to the technology sector.

Notwithstanding these risks and regulatory tensions,
the strongest defense against terrorist use of virtual
currency is an approach to financial policy and regulatory
oversight that seeks to embrace and manage, not avoid,
risk. This also corresponds with an effective strategy for
stimulating financial technology innovation, and the many
benefits that new payment systems and new currencies
or financial ecosystems can offer. Ultimately, then, the
greatest challenge for policymakers is an acculturation
to the reality of significant risk and the difficult work of
truly prioritizing. For banks, the greatest challenge is
to make detection and insight more important than the
avoidance of risk. Successfully addressing these challenges
will have a direct and meaningful benefit for U.S. national
security, as well as for our economic competitiveness and
leadership in innovation.
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